OumMnuana st CTyIeHTOB U BbINYCKHUKOB — 2017 .

HanpasJiienue: «busHec-uH(popmMaTuka»
[popuan: «Ynpasienne uHPOpMAINOHHOI 6€30M1ACHOCTHIO» KO - 172

Bpems BbInoiHeHusi 3aaHus - 240 MUHYT, A3bIK — PYCCKHIA.

3aganue 1. /laiiTe pa3sBepHyThIe OTBETHI HA CJeIyIOLIHe BONPOCHI:

1. Kak Bbl moHMMaeTe CyIiecTBO aTakd THIA «4eIoBeK nocepenune»? Kak 3¢ hekTuBHO ¢ HEl
O6opoThCs?

2. Yto Ttakoe cepTu(UKaT KJtoya dIEKTPOHHOM MOAMKUCH U AJIsl YETO OH UCIIONb3yeTcs?

3. Knaccudpumupyiite uHPOPMALMOHHYIO CHCTEMY B COOTBETCTBUM CO CIEAYIOUICH ee
XapaKTepUCTUKON: HapylleHue 6e30IaCHOCTH MEePCOHANIBHBIX JaHHbIX, 00padaThbiBaeéMbIX B HEM,
MOKCT MMPHUBCCTU K 3HAYUTCIIbHBIM HCTATHUBHBIM IMOCJICACTBUAM IJIA CY6T~)CKTOB HI[H

4. KakoBa poiib KOHTeIHepa B 00eCrieueHuU CTeraHorpaguueckoi 3auTsl HHGOpMaIun?

5. OxapakTepu3yiiTe 3HaYe€HHWE HOPM YrOJIOBHOIO IIpaBa B CHUCTEME oOecrieueHus
nH(pOpMaIMOHHOM 0€30IMacHOCTH.

3amanmne 2. Pemnre 3amaun.

3agaua 1.

Jlano 5 pa3nuuHBIX MO BeCy MOHET (81, 8, as, 84, as). 32 CKOJBKO B3BEIIMBAHHIA
(cpaBHEHMIT) MOYKHO UX YIOPSIOYUTH 110 Becy? HaliTu MUHMMaNbHOE KOJTMYECTBO B3BEIIMBAHUI
(cpaBHEHUIN).

3agaua 2.

3amgaHo:

8809=6

7111-0

2172=0

1113=0

5781=2

3333=0

6855=3

Crnenyert Haiitn: 2581=?

3agaua 3.

[Tapone (MuH-KO) GAHKOBCKOM KapTOUKH CONEPKUT 4 U(POBBIX CUMBOJIA, KaX/IbIH U3
0,1,2,...,9 BO3MOXHBIX. 37I0YMBIIIJIEHHUKY YAAIOCH MTOATISAAETH 2 MEPBBIX CUMBOJIA.

KakoBa BepOSATHOCTb MOJYyYUTh JOCTYN K KAPTOYHOMY CYETY C TPEX IONBITOK, €CIH
KapTOUyKa MOXHUIIEHA 3JI0YMBIIIIEHHUKOM?
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3amgaua 4.
3amu@poBaTh TEKCT MPHU MOMOIIM MHU(Pa NEPECTAHOBKU MPU UMEIOLIEMCS KITI0Ue.

Tekcr: «KPUIITOI'PAOHUYECKAS 3AIIUTA»

Kuarou:

3agaua 5.

Kakumu pacnpeneneHusMu BEpOSITHOCTEH MOXHO NPUOIU3UTH YHUCIO BBIMABIIMX TIepOOB
cummerpuyHoit (p=0,5) / HecumMmeTpuuHOW (P - Majo) MOHETHI NpU OONBIIOM N YHCIe
Opocanuii? P - BepoATHOCTh BbINIaIeHUS repoa.

3ananue 3. BoiOepuTe 0JHH WM HECKOJbKO MPABUJIBHBIX OTBETOB CPeH MPeII0KeHHBIX U
3alITPUXYiiTe COOTBETCTBYIOIIMI OBaJ B 0OJIaHKe OTBETOB Ha IepeceYeHHM HoMepa
BOIIPOCAa U HOMepa oTBeTa. /[0NoJHUTEILHO MOKeTe MPUBECTH 000CHOBAHHME OTBETA.

1. K acnexkTam nHGOpMANMOHHOI 0€30IaCHOCTH OTHOCATCH (HECKOJIbKO BEPHBIX OTBETOB):

1) IUCKPETHOCTH;

2) TOCTOBEPHOCTH;

3) KOoH(UIEHIINATEHOCTD;
4) aKTyallbHOCTb;

5) 1IeT0CTHOCTB;

6) TOCTYITHOCTD.

2. llpemMyuiecTBAMH aCUMMETPHYHBIX KPHUNTOrpau4ecKuX aJrOpuTMOB SIBJISIOTCSH
(HEeCKOJIbKO BEpPHBIX OTBETOB):
1) ckOpOCTh BBIIOJIHEHUSI KpUNTOrpaduyeckux npeodpa3oBaHMii;
2) NeTKOCTh BHECEHMSI U3MEHEHUI B aIrOPUTM MIU(PPOBAHUS;
3) cexkpeTHbIN KIIOY M3BECTEH TOJBKO IMOJIydaTellt0o MHPOpMalUUd U TEepBOHAYAIBHBIN
0o0MeH He TpeOyeT nepeaun CeKpeTHOr o KIoya,
4) mpUMEHEeHHUE B CUCTEMAaX ayTeHTU(HUKALUH (AJICKTPOHHAS HU(PPOBasi MOAIHUCH).

3. Kpome aaroputma RSA yacto HCHOJB3yeMbIMH aJrOPUTMAMH aCHMMETPHYHOIO
KM (POBAHUSA SABJAIOTCH (HECKOJIbKO BEPHBIX 0TBETOB):

1) anroput™m Dnb-I'amans;

2) anroput™ mudpoanus Meccu-OMypb,
3) anroput™m Bunesama-Illadpama;

4) anroput™ I'puiieHkosa.
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4. TIpoTuBOYroHHasi cucTeMa aBTOMOOWJIA KOAMPYET BO3MOKHOCTH JOCTYyNa K HeMy
cayuyaiiHoii nugposoi (ot 0 10 9) mociaenoBarenbHOCTHIO. Kakoil paspsiiHOCTH 10JI:KeH
ObITH KO, 4TO0bI Npu aTtake Tuna Brute Force ¢ komnboTepa Npou3BoAMTEIbHOCTHIO 1
MJIH. ONlePalHii B CEKYHAY CHCTEMA «B JIyqllIeM» /ISl Hee cjiyuyae ycrosjia Obl B TeueHun 10
MHHYT?

1) He menee 8§;

2) He menee 16;
3) He menee 32;
4) He menee 64.

5. B acuMMeTpHYHBLIX KpUNTOrpaguyecKux ajropurMax KJIKWYUA 3amudpoBaHus U
pacmuppoBaHus Bceraa:

1) pasHble, XOTS U CBsI3aHHBIC MEXKIY COOOH;

2) pa3HbIe, HUKAK HE CBSI3aHHBIC MEX]y COOOM;

3) coBmamaoT;

4) ko4 3amu@ppoBaHus MPEACTABISAET COOOM KIII0Y paciipoBaHus, 3alMCaHHbINA
B 00paTHOM HOPSJIKE.

4. IlpounTaiite pasmen International Strategy for Cyberspace (Prosperity, Security, and
Openness in a Netwokked World), cnenaiite ee KpuTHYECKHIl AaHAJIU3 HA PYCCKOM SI3bIKe,
ompeJeJuTe  COOTHeCEHMe  YKa3aHHBIX  IOJIOKeHHH ¢  HopMamMH  JIOKTPHHBI
uHpopmannoHHoi 0esonacHoctu Poccuiickoii @exepauun.

Military: Preparing for 21st Century Security Challenges

Since our commitment to defend our citizens, allies, and interests extends to wherever they
might be threatened, we will:

* Recognize and adapt to the military’s increasing need for reliable and secure networks.
We recognize that our armed forces increasingly depend on the networks that support them, and
we will work to ensure that our military remains fully equipped to operate even in an
environment where others might seek to disrupt its systems, or other infrastructure vital to
national defense Like all nations, the United States has a compelling interest in defending its
vital national assets, as well as our core principles and values, and we are committed to
defending against those who would attempt to impede our ability to do so;

« Build and enhance existing military alliances to confront potential threats in cyberspace.
Cybersecurity cannot be achieved by any one nation alone, and greater levels of international
cooperation are needed to confront those actors who would seek to disrupt or exploit our
networks This effect begins by acknowledging that the interconnected nature of networked
systems of our closest allies, such as those of NATO and its member states, creates opportunities
and new risks Moving forward, the United States will continue to work with the militaries and
civilian counterparts of our allies and partners to expand situational awareness and shared
warning systems, enhance our ability to work together in times of peace and crisis, and develop
the means and method of collective self-defense in cyberspace Such military alliances and
partnerships will bolster our collective deterrence capabilities and strengthen our ability to
defend the United States against state and non-state actors;

» Expand cyberspace cooperation with allies and partners to increase collective security.

The challenges of cyberspace also create opportunities to work in new ways with allied and
3
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partner militaries By developing a shared understanding of standard operating procedures, our
armed forces can enhance security through coordination and greater information exchange; these
engagements will diminish misperceptions about military activities and the potential for
escalatory behavior Dialogues and best practice exchanges to enhance partner capabilities, such
as digital forensics, work force development, and network penetration and resiliency testing will
be important to this effrt The United States will work in close partnership with like-minded states
to leverage capabilities, reduce collective risk, and foster multi-stakeholder initiatives to deter
malicious activities in cyberspace.

5. BblﬁepHTe OJHY U3 NPEAJIOKCHHbBIX TEM U HAIIMIIUTE 3CCE I10 3TOii Teme:

1. TIpoGiembl nHDOPMAITMOHHOM 0E30MMaCHOCTH;

2. Ortpacip HPOPMALMOHHOM OE30MACHOCTH B YACTHOM CEKTOPE;

3. MaccoBoe npumenenune | T —TexHOIOTHII U yrpo3bl HHPOPMALIMOHHON O€3011aCHOCTH;
4

Yrpo3sl U pucku B chepe HHPOPMaAIMOHHON 0e30MaCHOCTH.
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