OJsmMnuaaa Uisl CTYJeHTOB U BbIMycKHMKOB — 2017 1.

Hanpagaenue: «FOpucnpyaeHuus»

Ipopuis: «IIpaBo uHpOpPMALUOHHBIX TEXHOJIOT Ul
U MHTEJIEKTYAJbHOI COOCTBEHHOCTH KO/ - 2102

Bpems BoinosineHnus 3aganusi — 180 mun.

3ananue 1. BoiOGepure oaqMH NPaBWIbHBIIA OTBET CpeaM NMPeNJIOKEHHbIX U 3aAITPUXYHTE
COOTBETCTBYIOIIMII eMy OBajJl B 0/JIaHKe OTBETOB HA INepeceYeHHH HOMepa BOIpoca M
HOMepa oTBeTa (MAKCUMYM - 15 6aJiioB).

1. K cnenMajJbHBIM KaTeropusiM MepPCOHAJIBHBIX /[AHHBIX B COOTBETCTBMH C
POCCHIICKHM 3aKOHOAATEJIbCTBOM He OTHOCHATCS:
1) mepcoHanbHBIC JAHHBIC O COCTOSIHUU 3/10POBBSI;
2) TepCOHAJBHBIC JJaHHBIC O PEIUTHO3HBIX U PUIOCOPCKUX YOCKICHUSX;
3) OumomeTrpuyYeCcKHe MEPCOHATIbHBIC JaAHHBIC,
4) mnepcoHaNbHBIC JAHHBIC O MOJUTUYCCKUX B3IIISAIAX.

2. Kakomy u3 cieayromux NOHATHIl He JaeTcs onpeaeneHne B MerepaibHOM 3aKOHe
ot 27.07.2006 N 149-®3 "O06 undpopmanun, HHPOPMANMOHHBIX TEXHOJIOTHAX H O
3amurTe uHGopmauuu'':

1) cetb «HTEpHETY;

2) caiit B cetu «MHTEpHETY;

3) crpanuna caiita B cetn «MIHTEpHET;
4) Bnagenen caita cetu «MHTEpHETY.

3. B COOTBeTCTBHM C POCCHHCKHM 3aKOHOIATEJIHLCTBOM JJIEKTPOHHASl MOANUCH,
KOTOpasi MOCPEACTBOM HCIOJb30BAHUS KOJIOB, IapoJieil MM HHBIX CPEICTB
noaATBep:xkaaer (axkr (OpMHUPOBAHUS IJIEKTPOHHON MOANMCH OMNpeNAeTeHHbIM
JINLIOM, HA3bIBAETCH:

1) mpocCTOii AMEKTPOHHON TOANHUCHIO;

2) YCUIJICHHOM 3JICKTPOHHOM MOJIHUCHIO;

3) HeKBaTU(PHUIMPOBAHHON JIEKTPOHHOM MOITHUCHIO;
4) xBanmU(UIMPOBAHHOMN NEKTPOHHOMU MOIHCHIO.

4. B Poccuiickoii Pegepanu He NMOMJIEKAT OTHECEHUIO K IOCYAAapCTBEHHOM TaiiHe M
3aCeKPEeYMBAHMIO CBEICHUA:

1) 00 opraHu3aiyu U 0 GaKTHUECKOM COCTOSIHUH 3aIUThI TOCYAAPCTBCHHOM TailHBbI;

2) 0 pa3mepax 30JI0TOrO 3amaca W TOCYIAapCTBEHHBIX BAIIOTHBIX pe3epBax PoccHiickoii
denepaunu;

3) o0 3amacax IJIATHUHBI, METAIOB IUIATMHOBOM TpYIIbI, MNPHUPOJHBIX alMa30B B
['ocymapcTBeHHOM (OHIE JParolleHHBIX METAUIOB M JParolleHHBIX KaMHel
Poccuiickoit ®enepanuu;

4) o pacxomax QenepaibHOTO OFOJKETa, CBS3aHHBIX C OOECleuYeHUeM OOOPOHBI,
0€30MacHOCTH TOCY/IapCTBAa U TMPABOOXPAHUTEIHHOU NEATeTbHOCTH B Poccuiickoit
denepauuu.

5. B Poccuiickoii ®@eaepanuu 3anpeiieHa cjaeayomas pexkiama:
1) pekinama OHOJOTMYCCKH aKTHBHBIX J100aBOK;
2) pexiamMa ajJKOTOJILHOW MPOIYKIHH;
3) pexiiaMa MEAUIMHCKHX YCIIYT M0 UCKYCCTBEHHOMY MPEPBIBAHUI0 OEPEMEHHOCTH;
4) pekiaMa OCHOBaHHBIX Ha PUCKE UTP U MApPH.
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6. B coorBeTcTBHHM C pOCCI/IﬁCKHM 3aKOHOAATECJIbCTBOM HE SBJIAECTCH OCHOBAHHEM,

HCKJIIYAKIIHUM BO3MOKHOCTb IPeI0CTABJEHUs MO 3ampocy HHopManuu o
AeATeJIbHOCTH TOCYJAPCTBEHHBIX OPraHOB M OPraHOB MECTHOI0 CaMOYINpPAaBJICHUS,
cJIyvaii, Kkoraa:

1) B 3ampoce CTaBUTCS BOIIPOC O MTPABOBOM OIICHKE aKTOB, MPUHATHIX FOCYIapPCTBEHHBIM
OpraHOM WJIM OPTaHOM MECTHOTO CaMOYIIPaBJICHNUS,

2) zampamiBaeMas HMH(OpPMAIMS  OTCYTCTBYET B  PACHOPSDKEHHM — COTPYIHHKA
rOCYJapCTBEHHOTO OpraHa WJIM OpraHa MECTHOTO CaMOYIIPaBJIEHHUs, OTBETCTBEHHOTO
3a MpeAoCcTaBIeHne HH(HOPMAIIUH TI0 3aMpoCy;

3) 3ampamuBacmas uHpopmanus paHee MPEAO0CTABIISIIACH MOJIB30BATEIIO
uHpopmanuei;

4) 3ampamuBacmas HHGOPMAIKS OTHOCHTCS K HH(OPMAIMK OTPAaHUYEHHOT0 JOCTYIIA.

TpeGoBaHNsi K HOBOCTHBIM arperaTopam, ycTaHoBjieHHble B DegepajibHOM 3aKOHE
ot 27.07.2006 N 149-®3 "O06 undpopmanun, HHPOPMALMOHHBIX TEXHOJIOTHAX M O
3amuTe uHGopManun', pacIpoCTPAHSOTC HA HOBOCTHBbIE arperaTopbl, A0CTYN K
KOTOPbIM COCTABJISIET:

1) B TeueHue CyTOK OoJiee TPEX THICSY MOJIb30BaTenei cetu «MHTepHETY;

2) B Te4eHHE CYTOK OoJiee cTa ThICAY Mojb30oBaTesel cetu «HTepHeTY;

3) B TedeHue CyTOK OoJsiee OJHOTr0 MUJUIMOHA MOJIb30BaTeNe cetn «HTepHeTY;

4) He3aBHCHUMO OT KOJIMYECTBA MOJb30BaTeseh cetu « HTepHeTY.

BriOepuTe BepHOe yTBepxJAeHHME O NPAaBOBOM peXKHMe KOMMEpPYeCcKOH TaiWHbI B

Poccuiickoii Penepauuu:

1) wuHdopMmaius, cocTaBlsAIONAs KOMMEPUECKYIO TaifHy, MOXET ObITh MpEIOCTaBlICHA
JIPYroMy JIUILY TOJIBKO C corylacusi o0aiaTelis Takol HHPOopMaIuy;

2) peXHMM  KOMMEpYECKOW  TalHBI ~HE  CYMTAeTCs  YCTAHOBICHHBIM,  €CJIH
HENOCPEJACTBEHHO Ha MaTepuajbHble HOCHUTEIH, COJAepXKalue HHPOpMaIHIo,
COCTaBJISAIOLIYI0 KOMMEpPYECKYIO TaliHy, He HaHeceH Tpud "Kommepueckas TaiiHa'";

3) B memsx  OxpaHbl  KOH(QWACHIMAILHOCTH  HMHPOPMAIMH,  COCTaBJISIOLICH
KOMMEpUYECKYI0 TaiiHy, pa0OTHUK 00s3aH He pas3miamarhk 3Ty HH(OpMaIuio,
oOnanarensiMi KOTOPOW SIBISIOTCS pabOTOAATENh W €ro KOHTpareHThl, U 0e3 HX
COIJIacHsl HE HUCMOJIb30BaTh 3Ty HMH(GOpPMAIMIO B JMYHBIX LENAX B TEUEHUE BCETO
CpOKa JEHCTBHUS TPYIOBOTO JOIOBOpa W B TEUYEHHE TPEX JIET IOCIE MPEeKpaleHUs
JENCTBUS TPYIOBOIO IOTOBOPA;

4) KOMMEpYECKyH0 TailHy MOTYT COCTaBISITh  CBEACHUS O  3aJ0JDKEHHOCTH
paboTtoparerneii Mo BIIIIaTE 3apaOOTHOMN TIIATHI.

Bbi0epuTe yrBep:kaeHne, He COOTBETCTBYIOIIEe POCCHIICKOMY 3aKOHOJATEJILCTBY:

1) B KauecTBE TOBApHBIX 3HAKOB MOTYT OBITh 3apETUCTPUPOBAHBI CJIOBECHBIE,
u300pasuTenabHble, 00BEMHBIE U IpYrHe 0003HAUSHHSI WM UX KOMOWHAINH;

2) JIMICH3MOHHBIN JJOTOBOP O MPEIOCTABICHUH IPaBa MUCIOJIb30BAHUS TOBAPHOTO 3HAKA
JIOJDKEH OBITh 3aKJII04YEeH B IMHUCBMEHHOM (opMe M TOUIEKHUT HOTapUATbHOMY
yJIOCTOBEPEHHIO;

3) mpoJuieHHe CpoKa JEHCTBUS MCKIIOYUTEIBHOTO MPaBa Ha TOBApPHBIN 3HAK BO3MOYKHO
HEOrpaHMUYEHHOE YUCIIO pa3s;

4) OTY4YXICHUE WCKIIOYUTEIBHOTO TMIpaBa Ha TOBAapHBIA 3HAK IO JOTOBOPY HE
JIOTTYCKaeTCsl, €CIM OHO MOXET SBHUTbCS TNPUUYMHONW BBEJEHUS MOTpEOUTENS B
3a01y’KJJIeHHE OTHOCUTEIIEHO TOBAapa UM €r0 U3rOTOBUTEIIS.
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K 00bexkTaM cMe:KHBIX NMPaB M0 POCCHIICKOMY 3aKOHOATEJILCTBY HE OTHOCSTCS:
1) wWCHOJHEHHs apTUCTOB-UCIIONHUTENICH;

2) (oHOrpamMMBI;

3) mpou3BOAHBIC MPOU3BEACHUS,

4) coolieHus repeaay Opranu3aiuii 3UPHOTo Wik KabeIbHOTO BEIIaHus.

Ilo o0memy npaBuily B COOTBETCTBHH € POCCHICKHM 3aKOHOAATEJbCTBOM, €CJIH B

JIMIEH3UOHHOM [IOrOBOpe He YKa3aHa TepPPUTOPHUsA, HA KOTOPOH J0MYyCKAeTCs

HCIOJIb30BAHUE Pe3y/bTaTa HHTE/LIEKTYAJIbHON [eATeJIbHOCTH WJIM CpPeACTBa

HHAUBHUAYAJIM3ALUH:

1) NHIEH3UOHHBIN JOTOBOP CUYMUTACTCS HE3aKIIIOUCHHBIM;

2) JIMICH3UOHHBIN TIOTOBOP CYMTACTCS HUITOKHBIM;

3) JnMIeH3WAT BIPaBE UCIIOJIB30BaTh PE3Y/IbTaT WHTCIUICKTYAJIbHOU JIEATCILHOCTH HIIH
CPEACTBO MHJIMBUAYAIN3alUH Ha TEPPUTOPUU BCETO MUPA;

4) JUIICH3WAT BIPABE HCIIOJIb30BaTh PE3Y/IbTAT WHTCIUICKTYaJbHOU JIESTEIbHOCTH WIIN
CPEACTBO MHIMBUIYyAIM3ALMU HA TeppuTopun Poccuiickon denepanun.

ITo poccuiickomy 3aKOHOJATEJBCTBY OOIIMM YCJIOBHEM MATEHTOCIOCOOHOCTH IS
H300peTeHuil, MoJIe3HbIX Mo/ieJiell 1 MPOMBbIIIEHHBIX 00Pa3110B SIBJISIETCS:

1) TpOoMBIIIICHHAS TIPUMEHHUMOCTD;

2) W300peTaTeNbCKHA YPOBCHb;

3) HOBHU3Ha,

4) OpPUTHHAIBHOCTb.

IIo o0memy npaBuiIy B COOTBETCTBHHM C POCCHIICKMM 3aKOHOAATEIbCTBOM B CJIy4yae

NpeaoCTaBJICHUS JIMIEH3UATY npasa HCIO0JIb30BAHNS pe3yJbTarta

HHTE/UIEKTYAJIbHOI e TeJIbHOCTH WM CPeACTBA HHAUBHAYAIN3ANMU HA YCIOBUSAX

UCKJIIOYHUTEJIbHOM JINIEeH3 U

1) numeHswap He BOpaBe HCMOJIb30BaTh TAaKOW  pe3yabTaT WM  CPEICTBO
WHIUBUIyaJIU3aI[MU B TIOJTHOM 00bEME;

2) JWIEH3WAp HE BIpaBe HCIOJb30BaTh TaKOW  pe3yiabTaT HIH  CPEICTBO
MHAMBUYaJIM3allM1 B [TIOJIHOM 00bEME, €CIIU JOTOBOPOM HE NMPEAYCMOTPEHO UHOE;

3) nuieH3Wap — BOpaBe ~ WCIOJB30BaTh ~ TaKOW  pe3yinbraT  WIH  CPEICTBO
MHAMBUAYaJIM3allM1 B [TOJIHOM 00bEME, €CIIU JOTOBOPOM HE MPEAYCMOTPEHO UHOE;

4) nuueH3Wap He BIpaBe HWCIONb30BaTh TAaKOM  pe3yabTaT WM  CPEACTBO
WHIUBHUIyaJIU3allMd B TeX TIpejesiax, B KOTOPHIX TPAaBO HX HCHOJIb30BAHUS
MPEIOCTABIIEHO JTUIEH3UATY, €CJIU JOTOBOPOM HE MPEIyCMOTPEHO UHOE.

Ilo poccuiickoMy 3aKOHOAATEJBLCTBY TIpaxaiaHe, CO3AaBIIHE TpPOU3BedeHHE
COBMECTHBIM TBOPYECKHM TPYA0OM:

NPU3HAIOTCS COAaBTOPAaMHM TOJIBKO B TOM CJydae, €CIIM CO3AaHHOE IPOU3BEICHHE
o0pa3yeT Hepa3phIBHOE LIENOE;

NPU3HAIOTCSI COABTOPAMH JIaXKe B TOM Cllydae, KOTJa CO3/JaHHOE MPOU3BEICHUE COCTOUT
U3 4acTei, KaXKaasi U3 KOTOPhIX UMEET CAMOCTOSTETbHOE 3HAUCHUE;

HE MOTYT OBITh MPHU3HAHBI COABTOPAMH, MTOCKOJIBKY TPaKIaHCKOE 3aKOHOAATEIhCTBO HE
peycMaTpUBAET MHOKECTBEHHOCTh JIMIl HA CTOPOHE TIPaBo00IaaTeNs;

HE MOTYT OBITh MMPU3HAHBI COABTOPAMH, KPOME CITydasi CO3JIaHHsI CJI0KHOTO 00BEKTa.
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15. IIpaBo aBTOpa mnpomM3BeAeHHs HW300Pa3UTEIBHOI0 MCKYCCTBa TpedOBAThL OT
COOCTBEHHHKA OPHUIMHAJa TIPOM3BEJAEHUS] TPENOCTABJIEHHS  BO3MOKHOCTH
OCYLIECTBJISATH IPABO HA BOCIPOU3BedeHHE CBOEr0 NMPON3BeeH!s Ha3bIBaeTCs:

1) mpaBOM BOCIIPOM3BEICHHS;
2) TPaBOM CJICIOBAHUS;

3) mpaBOM J0CTYyIIa;

4) mpaBoM TpeOOBaHMS.

3aganue 2. Pemure 3a1aun (MakcumyMm — 60 6as110B).

3agauya 1 (makcumym — 20 6aj1J10B).

KoMmnanusi ocymectBuia npoAaxky MapTUU KaHUEISPCKUX TOBApOB C H300pakeHHEM
HECKOJIBKMX TEepPCOHaXeH oJHOro MyibThuibMa 0e3 coriacusi npaBooOnagarens. I[lpu stom
KOKIBIA MEepcoHaX MyIbTHUIbMA 3aPETUCTPUPOBAH B KaUECTBE CaMOCTOSITEIIBHOTO TOBAapHOTO
3HaKa. [IpaBoobnanaTens 0OpaTHIICS B CyA C HCKOM O B3BICKAaHUM C HAPYIIUTENS KOMIICHCAIIUN
3a HE3aKOHHOE HCII0JIb30BAHUE TOBAPHOTO 3HAKA.

Yacte IV I'paxpanckoro komekca Poccuiickoit ®denepanuu COIECPKHUT CIEAYIOUIUE
MOJIO’KEHHUSI 00 OTBETCTBEHHOCTH 32 HE3aKOHHOE HCIIOIh30BaHHE TOBAPHOTO 3HAKA:

Cmamows 1515. OmeemcmeenHOCMb 3a He3AKOHHOE UCNONb308AHUE MOBAPHO20 3HAKA

1. Tosapwvi, s3muxemxu, YnaKo8Ku mo8apos, HA KOMOPbHIX HE3AKOHHO pa3MeujeHbl
MOBAPHBILL 3HAK UIU CXOOHOE C HUM 00 CMmeneHu CcMmeuwieHuss 0003HayeHue, ABNAIMCS
KOHMPApaKmusviMu.

2. Ilpasoobraoamensv enpage mpebogamv uzbAMuUs U3 000POMA U YHUUMONCEHUS 34
cuem Hapywiumess KOHMPAgdaKmHulX moseapos, dMuKemox, YnaKko8oK moeapos, HA KOMOpPbIX
pasmeujensbl He3aKOHHO UCNONb3YeMblli MOBAPHbIU 3HAK UM CXOOHOEe C HUM 00 CmeneHu
cmeulenus obosHauenue. B mex cayuasx, Koeda 68edeHue makux mosapos 8 060pom
He0bX00UMO 8 00UleCmMBEeHHbIX UHmMepecax, npagoobiadamens npage mpeboeams YOaieHus 3a
cuem Hapywiumensi ¢ KOHMPAQAKMHbIX MO8AP0O8, dMUKEMOK, YHAKOBOK MOBAPO8 HEe3AKOHHO
UCNONIL3YeMO20 MOBAPHO20 3HAKA UNU CXOOHO20 C HUM 00 CMeneHu cMeuleHus 0003HAYEeHUs.

3. Jluyo, Hapywusuwiee uckmoyumenvbHoe npaso HA MOBAPHBIN 3HAK NPU GbINOJHEHUU
pabom unu oxazanuu yciye, 00a3aH0 YOAIums MOBAPHLIU 3HAK UL CXOOHOE C HUM 00 CmeneHu
cMeuleHuss 0003HaueHue ¢ Mamepuanos, KOMOPbIMU CONPOBOHCOAEMC S BbINOIHEHUe MAKUX
pabom unu okazanue yciye, 8 Mmom ducie ¢ 0OKYMeHMAayuu, peKiamol, 8bl6€COK.

4. Ilpasoobradoamens enpase mpeb6ogamsv no ceoemy 6bl00py OM HAPYUWUMET BMeCo
803MeujeHUsl YObIMKO8 8bINAAMbL KOMIEHCAYUU:

1) 6 pasmepe om Oecsimu mouicsiy 00 NAMU MULIUOHOE pYOieU, OnpeoensieMom Nno
YCMOMpeHuIo cyoa ucxoos u3 Xapakmepa HapyuleHus,

2) 8 08YKpamHoOM pazmepe CMOUMOCMU MOBAPOS8, HA KOMOPbIX HE3AKOHHO DPA3MeujeH
MOBAPHYIU 3HAK, UL 6 O8YKPAMHOM pazmepe CMOUMOCmU Npasa UCHOIb308AHUS MOBAPHO20
3HaKaA, onpeoeniemMou UCX00s U3 YeHbvl, KOMmopas Npu CpAGHUMbBIX 0OCMOAMENbCMEAX 0ObIYHO
83UMaemcs 3a NPAgoOMepHoe UCHONb308AHUE MOBAPHO20 3HAKA.

5. Jluyo, npouszsooswee npedynpeOumenvHyl0 MapKuposKy no OMHOWEHUI0 K He
3apecucmpupogeannomy 6  Poccuiickou ~— @edepayuu  moeapHomy  3HAKy,  Hecem
OMBeMCmMEEHHOCMb 68  NOpsdKe, NPeOyCMOMPEHHOM  3aKoHooamenvcmeom  Poccuiickoil
Dedepayuu.

JaiiTe pa3sBepHyTbI€ OTBEThI HA BOIIPOCHI:
e Kakum o00pa3oM cym AODKEH OCYIIECTBUTH pacyeT KOMIICHCAIlMH 3a HE3aKOHHOE
MCII0JIb30BaHUE TOBApHOIo 3HaKka? OT 4ero 3aBUCUT JJaHHBINA pacueT?
e Bo3MOXHO 1M B paccMaTpuBaeMOM CHUTyallUH HCIHOJIb30BAHUE JPYTUX IIPAaBOBBIX
Croco0o0B 3aIIUThl HHTEPECOB MpaBoobagaTens? Kak Obl MOT 3alIUTUTh CBOM MHTEPECHI

4
HaumnoHanbHBIN HCCIEI0BATEILCKU YHUBEPCUTET « BbIcIasi K012 IKOHOMUKID)



OJsmMnuaaa Uisl CTYJeHTOB U BbIMycKHMKOB — 2017 1.

npaBooOyiaaTenb B Cllydae, €cClId Obl TMEpPCOHaXH MyJIbTWIbMa HE ObuUIH
3aperuCTPUPOBAHBI B KAUECTBE TOBAPHOIO 3HAKA?

3anaua 2 (MakcumyMm — 20 6a/1J10B).

Ipoanammsupyiite crarpio I'paxkaanckoro koaexkca Poccuiickoii Mexepanuu (Yacre 1V),
naiiTe pa3BepHYTHIH OTBET HA BONPOCHI:

e Ha pemenne kakux mpoOjeM HampaBlIieH MEXaHU3M, 3aJ0KEHHbIH B JaHHOW cTaThe?
JlocTaTouHO JTM TaHHOTO MEXaHU3Ma JUI PEIIeHUs ITUX IpobiemM?

o Kakue cyObeKTBl MOTYT SBISATHCS HH(POPMAIIMOHHBIM MTOCPEAHUKOM, OCYIIECTBISIONIUM
nepegavdy Marepuana B WH()OPMAIMOHHO-TEJICKOMMYHHKAITMOHHON CETH, B TOM YHUCIIC B
ceru "Untepner"?

o Kaxkue cyOBeKThI MOTYT SIBISATHCS HHPOPMAIIMOHHBIM TIOCPEIHUKOM, MTPEIOCTABIISIOIINM
BO3MOXXHOCTh Pa3MEIICHUS Marepualia Wi HHPOpPMAIMH, HEOOXOAMMON s ero
MOJTyYEHUS C UCTIOIb30BAaHUEM WH()OPMALIMOHHO-TEIEKOMMYHUKAITMOHHOMN ceTu?

o Kaxkue cyOBEKTHI MOTYT SIBISATHCS HHPOPMAIIMOHHBIM ITOCPETHUKOM, TIPEIOCTABIISIONTAM
BO3MOKHOCThH JOCTyIa K Marepuany B cetu «IHTepHeT»?

Cmamws 1253.1. Ocobennocmu omeemcmeeHHOCMU UHPOPMAYUOHHO20 NOCPEOHUKA
(6s6edena Dedepanvrvim saxonom om 02.07.2013 N 187-D3)

1. Jluyo, ocywecmensiowee  nepeoauy — mamepuara 8 — UHPOPMAYUOHHO-
MeneKOMMYHUKAYUOHHOU cemu, 6 mom uucie 6 cemu "Unmepunem”, nuyo, npedocmasnsiowee
B03MOJUCHOCMb PAMEUeHUss MaAmepuala ui uHpopmayuu, Heobxooumou 0 e20 NOLYYeHUs C
UCNONIL308AHUEM UHDOPMAYUOHHO-MENIEKOMMYHUKAYUOHHOU cemu, auyo, npedocmasisiroujee
B03MOJACHOCMb OOCMYNA K MAMeEPUAry 68 Mol cemu, - UHGOPMAYUOHHBII NOCPEOHUK - Hecem
OmMEEemMCmMeeHHOCMb ~ 3a  HaApyuleHue  UHMELIeKMYalbHblX Nnpae 6  UHHOPMAYUOHHO-
MeNeKOMMYHUKAYUOHHOU Ccemu Ha O0OWux OCHOBAHUAX, NPeO0YCMOMPEHHbIX HACMOAUWUM
Kooexcom, npu Hanuuuu eunvl ¢ yuemom ocobeHHOCmel, YCMAHOBNEHHbIX nyHKmamu 2 u 3
Hacmosuel cmamo.

2. Hugopmayuonnsiti nocpedHux, ocywecmeiaowull nepeoayy mamepuaid 8
UHDOPMAYUOHHO-MENEKOMMYHUKAYUOHHOU Cemu, He Hecem OMmeemcmeeHHOCb 34 HapyuleHue
UHMENIeKMYAlbHbIX NPAs, npousouleduiee 8 pe3yivmame 3mou nepeoayu, npu 00HO8PEMeHHOM
coonr00enHUU cedyrouux YCio8uiL:

1) on He sgnaemca UHUYUAMOPOM SMOlU nepedauu u He onpeoeisem NOIyYamens
VKA3aHHO20 Mamepuana,

2) on ne usmensiem YKA3aHHuLL MAMEPUanl npu OKA3aHUU Ycaye Ce:A3U, 3a UCKIIOYeHUeM
UBMEHeHUU, OCYWeCmeiaemMblx 0 o0becnedeHus MexHON02UYeCcKo2o npoyecca nepeoadu
mamepuana;

3) oH He 3Han u He 00dIceH Dbl 3HAMb O MOM, YMO UCHONIL308AHUE COOMBENMCMBYIOUUX
pe3yibmama UHMeLIeKmyaibHOl OesImelbHOCMU Ul CPeocmed UHOUBUOYATUZAYUU  TTUYOM,
UHUYUUPOBABUWIUM Nepeoayy Mamepuand, cooepicaweco Ccoomeemcmsylouue pe3yibmam
UHMENIeKMYANbHOU — 0esAMeNbHOCMU — UIU  CPeoCcmseo  UHOUBUOVATUAYUU,  ABJIAEMCS
HenpasoMepHbIM.

3. Hugpopmayuonnwiii nocpedHux, npedocmasiaioumuil  803MONCHOCIb DASMEUEHUs.
mamepuana 6 UHGOPMAYUOHHO-MENEKOMMYHUKAYUOHHOU Cemu, He Hecem OmeemcmeeHHOCb
3a Hapyuwiemue UHMENLIEKMYAIbHbLIX Npas, npousouleduiee 6 pesyibmame pasmeweHus: 8
UHPOPMAYUOHHO-NENEKOMMYHUKAYUOHHOU Cemu Mamepuana mpemvuM JUYoM Ulu Hno e2o
VKA3aHuio, npu O0OHOBPEMEHHOM COO0OeHUU UHGOPMAYUOHHBIM NOCPEOHUKOM CeOVIOUUX
VCA08UIL:
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1) on He 3nan u He OondHceH ObLI 3HAMb O MOM, YMO UCNONb308AHUE COOMBEMCMEYIOUUX
pe3yibmama  UHMENIeKMYalbHOU  OesIMEeIbHOCMU Ul CPeoCcmed  UHOUBUOYAIUZAYUU,
CO0epIAHCAUXCSL 8 MAKOM Mamepuaie, s1815emcs HenpagoMepHbiM,

2) o 6 cnyyae noayueHUs 8 NUCbMEHHOU Gopme 3asa6leHus npagoodradamens o0
HapyweHuu UHmenleKmyalbHblx npas ¢ YKa3anuem cmpaHuybl cauma u (uiu) cemeeoeo aopeca
6 cemu "Hnmepnem", na xomopwvix pasmewen maxkou mamepuan, CE0€8PEMEHHO NPUHSLL
HeobXo0uMbvle U 00Cmamounblie Mepvl OJisl NPEKPAYEHUs HaAPYUWeHUSl UHMEILIEKMYATbHbIX NPAs.
Tlepeuenv He0OX00UMBIX U OOCMAMOUHBIX Mep U NOPAOOK UX OCYWeCMENeHUss Mo2ynm Obimb
YCMAaHo81eHbl 3aKOHOM.

4. K ungopmayuonnomy nocpeoHuxy, KOMOpwuIl 8 COOMEEemCcmeuu ¢ Hacmosuel
cmambell He Hecem OMBemcmeeHHOCMb 3a HapyueHue UHMELIeKMYalbHbIX Npas, Mo2ym 0blimb
npeovsasieHbl mpebosanus 0 3auume UHMeELIeKMYalvHulx npas (nynkm I cmamou 1250, nynkm
1 ecmamvu 1251, nynkm 1 cmamou 1252 nacmosaweeo Kodekca), He ceazannvie ¢ npumenenuem
Mep 2pajicOaHCKo-npagosoli OmMEencmeeHHOCMU, 8 MoM 4ucie 00 yoaneHuu uxgopmayuu,
Hapywaroweu UCKIIYumenbHule npasda, uiu 00 02panuderuu 00Cmyna K Hel.

5. Ilpasuna nacmosiweii cmamvu NPUMEHSAIOMCSL 8 OMHOWEHUU TUY, NPEOOCMABIAIOUIUX
B03MOJACHOCMb OOCMYNA K MAMeEPUAry uiu uxngopmayuu, Heobxooumou 0as e20 NOaAVy4eHus ¢
UCNONb308AHUEM UHPOPMAYUOHHO-MENEKOMMYHUKAYUOHHOU CeMmU.

3apauya 3 (makcumym — 20 0a/1J10B).

I'paxxnanckuii konekc Poccuiickoit @enepanuv COAEPKUAT CIAEAYIOIIME ITOJI0KEHHUS:

1) «/onyckaemcs 6e3 coenacus agmopa uau uHo20 npasoodradamensi u 6e3 GbINAANMbL
603HAZPACOEHUs, HO C 00A3aMeNIbHbIM YKA3aHUueM UMeHU asmopa, npouzeeoeHue
KOMOPO2O UCNONb3YEMCs, U UCIOYHUKA 3aUMCIMBOBAHUS YUMUPOBAHUE 8 OpUSUHATe U 8
nepesooe 6 HaAYYHbIX, NOIEMUUECKUX, KPUMUYECKUX, UHPOPMAYUOHHBIX, YUeOHbIX YeTAX, 6
Yensix pPACKpblmusi MeOPYecKo20 3amMblCld A8mopa NpaeoOMepHO O0OHAPOOOBAHHBIX
npouseedenuli 8 06veme, ONPABOAHHOM Yelbl0 YUMUPOBAHUS, 8KIIOUASL 80CHPOU3BEOEHUE
OMPBIBKOG U3 2A3EMHBIX U IHCYPHANbHLIX cmamell 6 popme 0030pos newamuy (nm. 1 1. 1
cT. 1274 TK PO);

2) «Hcnonvzosanue 06bEKMO8 CMENCHbIX npas Oe3 coeracusi npasoobradamens u 6e3
BbINAAMbL  BO3HASPANCOEHUSL OONYCKAEMCS 6 CAYHAsX CB80000H020 UCNONb3068ANHUS
npouzeedenutl (cmamou 1273, 1274, 1277, 1278 u 1279)» (ct. 1306 'K PD).

[Tyt 1 cratbu 10 bepHcKOW KOHBEHIIMU 110 OXPAaHE JIUTEPATYPHBIX U XYJ105KECTBEHHBIX
NPOM3BEACHUHN JIOMYCKAaeT LUTHUPOBAaHME HPOM3BEAEHUS, KOTOpOE YK€ ObUIO JOBEACHO M0
BCEOOLIEro CBENEHUs Ha 3aKOHHBIX OCHOBAHMSIX, NPHU YCJIOBHUU, YTO OHO OCYIIECTBISETCS
JOOPOCOBECTHO M B 00BEMe, OMNPaBIAHHOM IOCTABJIEHHOW IEeNbI0, BKIIOYAs LUTUPOBAHHE
CTaTel U3 ra3eT U *KypHajoB B BUAE 0030pOB MEYATH.

[Tyt 2 cratbu 10 bepHCKOM KOHBEHLIMU 110 OXPAHE JIUTEPATYPHBIX U XYy105KECTBEHHBIX
MIPOU3BE/ICHUN pa3peIaeT NCII0Ib30BAHNE JINTEPATYPHBIX WIH XYI0KECTBEHHBIX ITPOU3BEICHUN
B 00beMe, ONpaBJaHHOM IIOCTaBJIEHHOHN 11€N1b0, B KAUeCTBE WILTIOCTPAIM B U3JaHUAX, PAAUO U
TEJIEBU3MOHHBIX MEpeJadyax M 3alucsAX 3BYKa WIM H300pakeHHs y4eOHOro XapakTepa Mpu
YCIIOBHH, YTO TAKOE MCIOJIb30BAHUE OCYIIECTBISAETCS 100POCOBECTHO.

JaiiTe pa3sBepHYTbIH OTBET HA BONPOC:
L JlonycxaeTcsf JAU HOUTUPOBAHHUEC B OTHOLICHUU aYyJAWOBHU3YAJIIbBHBIX HpOH3B€}16HHI>i )51
coo0IIeHu# Tese- U paauo nepenad? Ecim 1a, To B KaKuX CIydasx TaKoe UCIOJIb30BaHUE
Oynet mpaBomMepHbIM. Ecitit HeT, To mouemy? OOOCHYHTE CBOIO MO3HIIHIO.
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3aganue 3. IlpouuTaiiTe pparMeHT cTaTbM M cAeJalTe ero KPUTHYECKHH aHAJIN3 HA
PYCCKOM si3bIKe, NPHAEP)KUBASACH CJEAYIOLIero CHMCKa BONPOCOB (MaKCHUMyM — 25
0aJ1710B):

e Kakue 3aaun mpu3BaH peuiaTh 3aK0H, 0 KOTOPOM HJET peub B CTaThe?

e B uewm 3akirouaeTcs KPUTHKA MPOTUBHUKOB JIAHHOTO 3aKOHA?

e CymiectByeT JM MoAo00HOE 3aKOHOIaTeabCTBO B Poccuiickoit @enepanuu? Ecnu na, 1o B
94eM COCTOUT ero ocobeHHocTh? Eciu HeT, TO HEOOXOAMMO JIH €ro IPUHSITHE?

[Ipu BHINOJHEHNH 32IaHUS Pa3pelieH0 MOJIL30BATHCSI O/ITHUM MeYaTHBIM H3IaHHEM AHTJI0-
PYCCKOT0 WJIM COBMEIIEHHOTO aAHTJI0-PYCCKOr0/PyCcCKO-aHTJIHICKOTO CJI0OBaps.

Going Against the Flow: Australia Enacts Data Retention Law
Greenleaf, Graham, Going Against the Flow: Australia Enacts a Data Retention Law (April 20,
2015). (2015) 134 Privacy Laws & Business International Report, 26-28; UNSW Law Research
Paper No. 2015-45. Available at SSRN: https://ssrn.com/abstract=2649560

On 26 March 2015 Australia enacted the Telecommunications (Interception and Access)
Amendment (Data Retention) Act 2015 (‘Data Retention Law’). The conservative Abbott
government received bipartisan support from the Labor opposition, after it agreed to a few
amendments, despite opposition from the cross-benches (Greens and others), and rejection by
many sectors of civil society, industry and the media. Many critical submissions were received
by the Senate committee that reported on the Bill. However, opinion polls indicate majority
public support for the legislation, though younger Australians are evenly divided.

This is the end of the line for legal opposition to the law. Australia does not have a Bill of
Rights or any other constitutional protections capable of invalidating an overly-broad or
otherwise repressive data retention law. Nor is Australia a party to any international convention
or agreement which is likely to be able to used to invalidate such a law. Nor will a change of
government have any effect, given Labor’s complicity in its enactment.

This situation in Australia is in stark contrast with Europe where, both before and after
the 2014 decision of the EU Court of Justice in the Digital Rights Ireland Case striking down the
Data Retention Directive, data retention laws in many European countries have been declared
invalid, or laws redrafted in an attempt to reconcile them with fundamental rights as identified by
the Court.

Key features of the data retention law

Prior to this Act, law enforcement and intelligence agencies, and others, already had
access to ‘metadata’ (as it is now called in Australia — previously ‘call data’ and similar terms)
without a judicial warrant. However, ISPs and telcos (the two classes of ‘service provider’
entities affected by the Act) kept data at their discretion, there was no requirement for them to
keep it for two years or any other period.

‘Metadata’ is now defined — The government had refused to define in the Bill introduced
to Parliament the information that ISPs etc would have to retain, preferring to state only that it
must relate to one of seven very general categories of information (eg ‘the source of a
communication’). A concession to enable passage is that the Act now defines what is in each of
the categories (eg for the sources category, ‘Identifiers of a related account, service or device
from which the communication has been sent by means of the relevant service.”). Examples are
given of what is to be retained under each defined category (eg ‘Cell towers, Wi-Fi hotspots’
under the location of equipment category) (s187AA).

What’s not metadata — The Act now contains provisions which appear to (as the Act
says) ‘put beyond doubt’ that service providers are not required to keep ‘information about
telecommunications content’ or ‘information about subscribers’ web browsing history’, or
communications that pass “over the top” of the underlying service the service provider provides,
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or location information which goes beyond what the service provider uses to provide the service
(s187A).

Two year (or more) retention period — All data covered by the Act is required to be
retained for two years (s187C). However, there is no requirement that data then be destroyed,
and the Act explicitly states that it does not prevent a service provider from keeping the data
longer.

Encryption, security and Privacy Act protections required — Service providers must both
encrypt, and ‘protect’ against unauthorised access or disclosure the data they are required to keep
(even if it is not ‘personal information’ with security obligations under the Privacy Act)
(s187BA). The Privacy Act will apply to any metadata which relates to (a) an individual or (b) a
communication to which the individual is a party, by making that data ‘personal information’,
and irrespective of whether the service provider might be otherwise exempt from the Privacy Act
(eg as a ‘small business provider’ (s187LA)).

Data retention implementation plans — There will be a Communications Access Co-
ordinator who will supervise a complex scheme of approving data retention plans submitted by
service providers, after they are considered by enforcement and security agencies. The
government ‘may make a grant of financial assistance to a service provider’ to assist them to
comply with the legislation (s187KB). The high costs of compliance with the Act’s obligations
are likely to ensure that service providers do the government’s bidding in order to obtain these
discretionary funds. Uncertainty concerning the costs of the scheme, or who will bear it, has
been one of the continuing controversies concerning the Bill, with many referring to it as ‘the
Internet tax’.

Access without warrant allowed to 20 organisations or classes of organisations —
Intelligence agencies plus fourteen ‘criminal law enforcement agencies’ will not require a
warrant to access such metadata (but will still require a warrant to access ‘content’ — ‘stored
communications’). They include the Australian Taxation Office (ATO), Australian Securities
and Investment Commission (ASIC) and the Australian Competition and Consumer Commission
(ACCC). The Minister can also declare additional authorities to be a ‘criminal law enforcement
agency’, but such a declaration will lapse 40 days after Parliament next sits.

Supposed civil litigation exemption — A new provision, recommended by the PJCIS, aims
to exempt from access metadata kept ‘solely for the purpose of complying’ with this Act, ‘in
connection with a civil proceeding’ authorised by a court process (s280(1A)). The word ‘solely’
will make it very difficult to prove that this provision applies. Anyway, exceptions (function
creep) can be made by regulations. There is a widespread belief that one of the main purposes of
this legislation will be that it will be used to pursue copyright infringements by ensuring that
ISPs keep the data desired by media owners. Now that an Australian court has decided that ISPs
can be required to hand over identification of users of peer-to-peer networks, if ISPs attempt to
refuse to hand over metadata of file-sharers based on this provision, intense pressure from
content owners to create an exception by regulation is likely to follow. It is unlikely that either
side of politics will resist such well-financed persuasion.

Some extra protection for journalists — A warrant will be required to access the metadata
of professional journalists if and when the security or enforcement personnel ‘reasonably
believes’ this is for the purpose of identifying a source used by the journalist (eg has a journalist
contacted a particular public servant). The head of ASIO may request the Attorney General to
issue a ‘journalist information warrant’ specifying the public interest grounds on which such
disclosure considered is necessary (s180J). Enforcement agencies can obtain a warrant from a
prescribed magistrate or administrative tribunal member. High level judicial supervision is
therefore not required. Other professions whose communications are normally privileged, such
as lawyers and doctors, will not obtain any similar protection, in contrast with UK government
policy.

Independent Senator Nick Xenophon summed up the law’s effect as ‘Metadata is all the
information that defines your presence on line, taken and stored from your digital devices such
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as your phone, tablet and computer. So the Government can now, without a warrant, find out
where your devices have been, who you’ve been emailing or phoning and the duration and
location of those contacts.’

Promised trade-off: mandatory data breach reporting

As part of the deal with Labor to get the Bill through, the government accepted a
recommendation by the PJCIS to introduce a mandatory data breach reporting (MDB) scheme by
the end of 2015. However, the PJCIS did not specify details, so it is unknown whether the new
MDB Bill will resemble the previous Labor government’s unsuccessful 2013 Bill. It is assumed
that such an obligation will be imposed not only on ISPs but on all parties (public or private
sector), and would apply to all metadata (whether or not it is ‘personal data’).

At the moment, the MBN scheme is little more than an 10U to the Australian public,
from a government that could not keep world leaders’ passport and visa data safe, but didn’t
bother telling them until they read about it in the newspapers. If Canberra doesn’t think that
Vladimir Putin or Barack Obama needs data breach notification, what they have in mind for
ordinary Australian citizens might not be worth much.

Conclusions

Australia’s Minister for Communications, partly responsibility for defending the Bill, has
(among others) advised the public on how to legally avoid its effects: use Gmail or some other
web-based mail service located outside of Australia (and enjoy content surveillance by Google
instead); use some organisation’s Wi-Fi service that does not require registration; use a VPN
located outside Australia or another ‘5 Eyes’ country; or use TOR; and so on. Will those who
really are carrying out illegal activities be unaware of these side-steps? And how will the
‘intelligence and law enforcement community’ react to this? This legislation gives the
impression of being only a first step, not the last word. There are many aspects of the Bill where
Ministerial declarations can be used to expand its scope, able to be used in response to alleged
emergencies, which will lapse after 40 days only if the Labor opposition has the spine to refuse
to enact legislation making them permanent. This is a recipe ripe for government exploitation by
national security and law-and-order campaigns.

This article’s brief analysis identifies only a selection of the criticisms of the Act made by
ISPs, the legal profession, civil libertarians and others, which have been well-analysed
elsewhere. Australia’s legislation, and its subsequent history, may provide valuable lessons for
countries that have not yet enacted such laws, including those in Europe.
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