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ITo cTpyKTYype 0JTMMIHATHOTO 3aJaAHHUS:

1. JlaiiTe pa3BepHyThbIii OTBeT (5 BOIPOCOB)
Bompoc 1.

Kax Bbl moHMMaeTe CymecTBo aTaku TUIa «4esioBek nocepeanHe»? Kak adpdextuBHo ¢ Hel
6opotbca?

OEEE >ror tun arak wcrmomb3yercs ams HAapymIeHHS KOH(HMICHIHANGHOCTH U
LEJIOCTHOCTHU CeaHca. 3MI0YMBIIUIEHHUK UCOb3yeT ciadboctu B b nis npocnymmBanus
U HejerajibHoro 3axmara Tpaduka. Ilpu o>TomM dame Bcero OH THOAMEHSET

UACHTU(DHUKAIIIIO OJTHOTO U3 CETEBBIX PECYPCOB.



Bomnpoc 2.

Yro Takoe ((CCpTI/I(i)I/IKaT KJIrO4a BHGKTPOHHOﬁ IIOAIIMCH M I 4HE€T'0 OH I/ICHOHBS}/GTCH?

- OTO JOKYMEHT B D3JEKTPOHHOM WM OyMa)XHOM BHUJE, KOTOPBIM BbLAAETCA
YAOCTOBEPAIOIIMM LEHTPOM M IOATBEPKIACT, YTO KIKOY IOAINUCU JICUCTBUTEIIBHO

NPUHAIISKUT BIAAETbIy cepTudukara. Mcrnonszyercs s ayTeHTU(DUKAIIH.

Bomnpoc 3.

Knaccudumupyiite nHGOpPMAIIMOHHYIO CUCTEMY B COOTBETCTBUU CO CICIYIOIICH ee
XapaKTePUCTUKON: HapyIIeHHe 0€30aCHOCTH MIEPCOHANBLHBIX JTAHHBIX, 00pa0aThIBAEMBIX B HEH,
MO>KET MPUBECTU K 3HAYUTEIIbHBIM HETaTUBHBIM MOCIEIACTBUAM /17151 cyObekToB [1/]H.

Bomnpoc 4.

KakoBa ponb koHTeliHepa B 00ecrieyeHrH cTeraHorpaduuecKoi 3auuThl nHopMarn?

Konrelinep ocyiiecTBisieT MacKUpOBOUHYIO (yHKIHIO. COOTBETCTBEHHO OH JIOJIKEH
OBITH JOCTATOYHO Pa3HOOOpa3eH W MMETh 3HAUMTENbHBIH MHPOPMALMOHHBIH 00beM. Bapuanmii
KOHTEIHEPOB I0JPKHO OBITh MHOTO M OHH JIOJIKHBI PETYJISPHO MEPEChUIATHCA.

Bompoc S

OxapakTepu3yiiTe 3Ha4YCHHE HOPM YTOJOBHOTO IPaBa B CUCTEME O0ECTICUEHUS
UH(POPMALIMOHHOM 0€30MacCHOCTH

[Tomumo nonoxkenwuit 1. 28 (cr.c1.272 -274 YK P®), IIpenycmoTpeHa 0TBETCTBEHHOCTD 3a
MOILIEHHUYECTBO C UCIOJIb30BaHHEM KOMITbIOTepHOU nHpopmanuu (cT. 159-5 VK PO,
MOILIEHHUYECTBO C UCIIOJIb30BaHUEM IIaTeKHbIX KapT (159-4 YK P®) u 1.4.. Kpome Toro,
CYILECTBYET Psii HOPM, IIPEyCMaTPUBAIOIINX OTBETCTBEHHOCTh B chepe HapyleHun
TpeboBaHUil MO 3anuTe HHOOPMALIUK OTPAHUYEHHOTO TOCTYIA, B T.4. -TOC. TAlHBI,
KOMMEpUYECKO# ,0aHKOBCKOM M HaIoroBoi TaitHbl, JINuHOM U cemeiiHo# Taiinbl, [lepenucky,
MOYTOBOM, TenerpadHoi u T.11. coobieHuit, O6GbEeKTOB aBTOPCKOT0 U M300peTaTeILCKOro MpaBa
U T.J.



2. Pewuume 3a0auu (5 3aoau)

3agaua 1 (H).

JlaHo 5 pa3nu4HbBIX MO BECy MOHET (81, 82, 83, &4, 8s). 3a CKOJIbKO B3BEIIMBAaHUMN
(cpaBHEHMIT) MOXKHO MX YIOPAIOYHUTH 10 Becy? HallTh MUHHMaNIbHOE KOJIMYECTBO B3BELIMBAHUM
(cpaBHEHHIA).

OO611ee KOJIMYECTBO UCXO/IOB B ATOM 3a7a4e ONMPEAeIIAeTCS KOJTUIECTBO KOMOMHAITN
PacIoJIOKEHHUSI MOHET M PABHO:

51=120

Kaxnoe cpaBHeHHE 1aeT JjBa BO3MOXKHBIX pe3yJsbTara. Torna KolIu4ecTBO He00X0AnMOM
uHdopMarmu onpexaensercs mo ¢popmyne Xapim kak 1092120.

3anuiiem clieayroliee HepaBeHCTRO:
2°=lo0g,64 < 109,120 < log,128 = 2
OTCI—O,Z[a CJICAYCT, YTO YIIOPAAOYHUTDH IO BECY MOXKHO 34 7 B3BEIIMBaHUN.

Omeem: 7 B3BEIUBaHUM (CPaBHEHUH).

3amaua 2.

3agaHo:
8809=6
7111-0
2172=0
1113=0
5781=2
3333=0
6855=3
Crnenyert Haiitn: 2581=7

3HavyeHre 3aBUCHUT OT KOJIMYECTBA KPY)KOUKOB B K01 1iudpe. B "9" onun kpyxouek, B "8" —
nBa, B "1" — HM ogHOrO, a, 3HA4uT, 2581 = 2.



3agaua 3.

[Taponb (muH-KOA) OaHKOBCKOW KapTOYKU COACPKUT 4 IUGPOBBIX CUMBOJIA, KAXIIbIM U3
0,1,2,...,9 - BO3MOXXHBIX. 3MTOYMBIIIICHHUKY YAAJI0Ch MOATJSAET 2 MEePBBIX CUMBOJIA.

KaxoBa BEPOATHOCTH IIOJNYYHUTH OOCTYII K KapTOYHOMY CUCTY C TPEX IIOIBITOK, €CIIN
KapTO4Ka IMOXHIICHA 3J'IOYMBII_HJ'ICHHI/IKOM?

BepOSITHOCTB HEyraablBaHus MOCJIC MMOAIAAbIBAHUA 2-x I_[I/I(i)p C OI[HOI71 IIOIIBITKH

(1-107%). BeposTHOCTh yrajblBaHHs paBHA | MHHYC BEpOSTHOCTh HEYraJBIBAHHA C 3-X

IIOIIBITOK, T.€C.
1-(1-10%)~3-10° =0,03.

3amaua 4

3amm@poBaTh TEKCT MPH MOMOIIH MHU(Pa MEPECTAHOBKU MPH UMEIOLIEMCS KITIOUe.

Tekcer: «KPUIITOI'PAOUYECKAS 3AIIUTA»

Kurou:

Pa3zgennM TEKCT B COOTBETCTBUHM C AJMHHOM KIIIOYa U 3alHUIIEM B CTOIOUK
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3areM MoMeHseM CTOJIOIBI MeCTaMH B COOTBETCTBUH C KiItouoM. [IepBriit cTonben ctaHer
ISTHIM, BTOPOM — TPEThUM, U Tak Janee. B urore momydnm Takyro Tadnuity:
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3areM BBIIUILEM CTPOKHU IO MOPSIKY U MOIYYUM 3aIIU(POBAHHBIN TEKCT:

«(TOPUKTOYPAIT VA CKEAMAAILIZT»

3agaua 5

Kakumu pacnpesieieHus MU BEPOSITHOCTEH MOXKHO MPUOIM3UTh YKCIIO BINABIIMX TepOOB
cumMeTpudHoii (p=0,5) / HeCHMMETPUYHOM (P - MaJI0) MOHETHI MPU OOJIBIIIOM N YUCIIE
Opocanwuii? P - BeposTHOCTh BbITIaJICHUS repoa.

HOpMAaJIbHOE paclipesiejeHue (eciyu NP CTpEMUTCS K OECKOHEUHOCTH) U pacipe/ieieHre
ITyaccoHa, eciii NP - OrpaHUYEHO.

3. BoiOepure 0MH HJIH HECKOJBKO IPABUJIBHBIX OTBETOB CPeIH NMPeIJI0OKeHHbIX U
3alITPUXYiiTe COOTBETCTBYIONINIA 0BAJI B 0J1aHKe OTBETOB HA NMepeceyeHur HoMepa
BOINIPOCA U HOMepa 0TBeTA. /[0oNoJIHUTEILHO MOKeTe IPUBECTH 000CHOBaHMe oTBeTa . (5
3alaHuil)

Bomnpoc 1.

K acnektam wuHQOpMAIOHHOW 0€30MacHOCTH OTHOCATCS (BBIOEpUTE HYXKHBIE W3
BapHaHTOB):

a) TMCKPETHOCTB;

0) TOCTOBEPHOCTb;

B) KOH(PHUACHIIUATHHOCTB;

I') aKTYyaJIbHOCTb;

1) TICJIOCTHOCTB;

€) 1OCTYITHOCTb.



Bomnpoc 2
Ilpeumywecmeamu acummempuuHbIX KpUnRmMozpaguieckux aizopummos
A6a10MCA (HECKOLKO 6EPHBIX OMBEM0E):
1) cKOpOCTh BBIOTHEHUSI KPUNITOTpapUIecKuX MpeoOpa3oBaHHMii;
2) IerKOCTh BHECCHHS U3MEHEHHUH B aJITOPUTM IIU(PPOBAHMS;
3) cekpeTHBIH KIIF0Y U3BECTEH TOJBKO MOIyYaTeTo HHPOPMAIHH |
NepBOHAYAIBHBIN 0OMEH He TpeOyeT nepeiaun CeKPETHOro KIroya,

4) mpuMeHEHHEe B CUCTeMax ayTeHTH(UKauu (371eKTpoHHas U(poBast MOIHCH).

Bompoc 3
Kpome anzopumma RSA uacmo ucnonvzyemvimu anzopummamu acumMmempuuHozo
wugpposanus aenawomca (HECKOAbKO 6ePHBIX OMEEMO08):
1) anroputm Dnb-I"amanns;
2) anroput™ mmdpoBanus Meccu-OMyph,
3) anroput™m Bunbeama-1lladpama;

4) anroput™ I'puiieHkosa.

Bonpoc 4

[IpoTnBOyroHHAs cCHCTEMa aBTOMOOMIIS KOJUPYET BO3MOKHOCTH JIOCTYIA K HEMY
ciyvaitnoit mudposoii (ot 0 10 9) mocienoBarenbHOCTHIO. Kakol pa3psaHOCTH JOJKEH
OBITH KOJI, YTOORI ITpH aTake Tura Brute Force ¢ kommproTepa Mpou3BOAUTEIBHOCTHIO |
MJIH. OTlepaliuii B CEKyHIy CUCTEMA «B JIy4lIeM» JJIs Hee cllyyae ycTosiia Obl B TECUEHUHU
10 munyT?

He Mmenee §
He menee 16

He menee 32



He menee 64

Jenaem nomymieHue, 4to 1 MIIH. orepanuii B CEKyHy — 3TO BpeMsl IPOBEPKU
oHOU KoMOuHaMu udp.

3a 10 muH, T.€. 32 600 cex MoxHO nepedpaTh 6 MoMHOkeHHOE Ha 10 B BOCBMOIA
cTerneHu KoMOuHauil. Yto gaet 8-u pa3psiHbId KO U3 33JaHHOTO IO YCIOBHIO andaBura.

OtBeT — HE MeHee &.

Bomnpoc 5

B acummempuunsix Kpunmozpaghuueckux ancopummax Kiouu 3auuposanus u
pacuwiugposanusa ecezoa:

1) pasHble, XOTS U CBSA3aHHBIC MEKIY COOOIA;

2) pa3HbIe, HUKAK HE CBSI3aHHBIC MEXy CO0Oii;

3) coBmamarorT;

4) o4 3amupoBaHus IPEACTABIACT COOOM KITI0Y paciuppoBaHus,
3alyMCaHHbIi B 00paTHOM MOPSIKE.

4. IpounTaiite pasaen International Strategy for Cyberspace (Prosperity, Security, and Openness
in a Netwokked World), cienaiite ee kpuTHUeCKHil aHATN3 HAa PYCCKOM SI3bIKE, OTPEICIIUTE
COOTHECEHHE yKa3aHHbIX MOJ0XKEeHUH ¢ HopMaMH JIOKTpHHBI HH(OPMAIIMOHHON 0€30MacHOCTH
Poccuiickoit @enepanuu.

Military: Preparing for 21st Century Security Challenges

Since our commitment to defend our citizens, allies, and interests extends to wherever they
might be threatened, we will:

* Recognize and adapt to the military’s increasing need for reliable and secure networks.
We recognize that our armed forces increasingly depend on the networks that support them, and
we will work to ensure that our military remains fully equipped to operate even in an
environment where others might seek to disrupt its systems, or other infrastructure vital to
national defense Like all nations, the United States has a compelling interest in defending its
vital national assets, as well as our core principles and values, and we are committed to
defending against those who would attempt to impede our ability to do so;

* Build and enhance existing military alliances to confront potential threats in cyberspace.
Cybersecurity cannot be achieved by any one nation alone, and greater levels of international
cooperation are needed to confront those actors who would seek to disrupt or exploit our



networks This effect begins by acknowledging that the interconnected nature of networked
systems of our closest allies, such as those of NATO and its member states, creates opportunities
and new risks Moving forward, the United States will continue to work with the militaries and
civilian counterparts of our allies and partners to expand situational awareness and shared
warning systems, enhance our ability to work together in times of peace and crisis, and develop
the means and method of collective self-defense in cyberspace Such military alliances and
partnerships will bolster our collective deterrence capabilities and strengthen our ability to
defend the United States against state and non-state actors;

» Expand cyberspace cooperation with allies and partners to increase collective security.
The challenges of cyberspace also create opportunities to work in new ways with allied and
partner militaries By developing a shared understanding of standard operating procedures, our
armed forces can enhance security through coordination and greater information exchange; these
engagements will diminish misperceptions about military activities and the potential for
escalatory behavior Dialogues and best practice exchanges to enhance partner capabilities, such
as digital forensics, work force development, and network penetration and resiliency testing will
be important to this effrt The United States will work in close partnership with like-minded states
to leverage capabilities, reduce collective risk, and foster multi-stakeholder initiatives to deter
malicious activities in cyberspace.

5. BbibepuTe o4HY U3 NpeanoXKeHHbIX TEM U HaNULWKTEe 3cCe Mo 3TON Teme:

[Ipo6nembl mHPOPMAIIMOHHOW 0€30aCHOCTH
OTtpacias HHPOPMAITMOHHON 0€30MTaCHOCTH B YaCTHOM CEKTOPE
MaccoBoe npumeHenue | T —TexHooTHi 1 yrpo3bl HHGOPMAIIMOHHOH 0€301MacHOCTH

Yrpo3bl 1 pucku B chepe nHHOPMaIMOHHON 6€30MacHOCTH



