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JIeMOHCTPAIIMOHHBIA BAPUAHT M METOAMYECKHE PEKOMEHIallu
no HanpagsJeHulo «buznec-nundpopmaruka

IIpopuian: «Ynpasiaenne uHPOPMAINOHHOI 6€30MACHOCTHIO» KO - 172
JEMOHCTPAIIMOHHBII BAPUAHT
Bpemsi BoinosineHus 3aianusi — 240 MUH., SI3BIK — PYCCKHIA.

[IpenBapuTte/ibHbIe KPUTEPUHU OLEHUBAHUS PA0OT YYACTHUKOB OJTUMIHMATHBIX COCTA3AHUI
MakcumanbHO BO3MOKHasi olieHka coctasisier 100 6amios.

3a mpaBUIIbHOE PELICHHUE 3a]a4 O0IIeH YacTH CyMMapHO MOXKET ObITh HaYHClIeHO MakcuMym 20
OasioB.

3a mpaBWIBHBIA W TOJHBIA OTBET Ha BOIMPOCHI, CHOPMYITUPOBAHHBIE B KaXJOM U3 OJIOKOB
CIEIHAILHON YaCcTH, MOKET OBITh HAYHCIIEHO MakcUMyM 20 0amioB, CyMMapHO, MO KaxJao0My U3
0J10K0B. MakcHMyM 3a OTBETHI IO CHEIUAIBHOM YyacT cocTaBiseT 80 6amioB.

[Tpu pemrennn 3amad 0co0oe BHUMaHWE oOpalmaeTcss Ha MPUMEHSIEMYI0 YYaIUMCS METOTUKY
MOJTy4EHUs! OTBETA, IPUBOJIMMBIE PacYEeThl, 00OCHOBAHUS U JIOTUKY MOJTY4YEHHS OTBETA.

[Ipu onieHKe 3cce aHATM3UPYETCS TPABUIBHOCTH OTBETA, IOHUMAHUE U OCOOCHHOCTH aBTOPCKOM
OILICHKH PAaCKPBhIBAEMOI TEMBI.

1. JlaiiTe pa3BepHYTbIii OTBeT.

1.1. Yro oOmero m B YeM pa3nuuusi MEXIy HH()OPMAIIMOHHOW, KOMIBIOTEPHOH U
ABTOMATHU3UPOBAHHON CUCTEMaMU?

1.2. 3ammmaroT M MEKCETEBBIC KPAHBI OT BCEX aTak Ha KOMIBIOTEpHYIO cucrteMy? Ecim
HET, TO, KaKue eIlle CIIOCOObI 3aIIUTHI CYIIECTBYIOT?

2. Pemmre 3agaumn.
2.1.IlpencraBpre uncio 947 B IceBIOCUCTEME CUUCIIEHUS, KOTOPAst OIMCHIBACTCS
cienyromiei Gopmyoi:
A =ar*k; + ay*k, + ... + a *k,,

rae ai, ..., &y — uudpel uckomoro uucia, Ki, ..., K, — paspsasl uncna, paBHbIC 3HAUCHUSM
daxTopuanos uncen (K1 =1, k, =2, ks =6, ks =24, ...).
2.2. Mys3bikanbHbli  ¢aitn HoBoro ¢opmara .muUsS cocTouT U3 Habopa (perMoB

nuTenbHOCThIO 1 Mc. Kaxknawiil ¢peiim cocTouT u3 3arojoBka ¢gpeiima amunbl 10 OaidT u Tena
¢peiima HEKOTOPOIl MOCTOSIHHOM IyuMHBL. B 3aronoBke ¢peliMa MpHCYyTCTBYeT OUT OIIMOKH.
Ecnu oH paBeH «l», naHHbIN (peiiM cUMTaeTCsl UCKaXKEHHBIM U IJIEEPOM HE BOCIPOU3BOAUTCS.
KonnyecTBo nckaxeHHBIX QpeiiMoB He NomkHO mpeBbimaTh 0,1%. Kakoit 00beM nHpopmanuu
MOXXHO CKpBITh B ¢aine dopmara .mus pasmepom 3 MB u AIuTEeTbHOCTHIO 3 MHHYTHI C
UCTIOJIb30BAaHUEM HCKAXEHHBIX (peiMOB, 4TOOBI HE BBI3BATH MPHU 3TOM I0JI03PEHUI.

2.3. Pemenne naHHOW 3a7auu CBSI3aHO C HCIIOJIB30BAHHMEM PA3IMYHBIX CHCTEM
cuncnenus. Jlns ycloXHEHHs 3a/laud BBEJICHBI JOMOJIHUTEIbHBIE YCJIOBHUS, TPeOYIOLIME OT
y4aCTHUKA OJUMIINAJAbI BBINOJHUTh PpAJ TMPEABAPUTENbHBIX JCHCTBUM, HE CBS3aHHBIX C
IIPUMEHEHHUEM CIICLUAbHBIX 3HAHUM, a PACCUMTAHHBIX, CKOpEe, Ha CMEKalKy. B uacTHOCTH,
HCIIOJIb3YETCS] OPUTMHAIBHOE OCHOBAHUE CUCTEMbI CUMCIICHUSI.

CHauvana ompenenuM paspsiibl (aKkTOpHATbHON ICEBAOCHUCTEMBl CUUCIEHHS, KOTOPHIMU MBI
MO3KE€M BOCHOJIb30BaThCS JJISl IPEICTABICHUS HCKOMOTO YUCIIa:

k():l, k1:2, k2:6, k3:24,k4:120, k5:720 (1)
[TepeBenem uncno 947 B HOBYIO TiceBIOCUCTEMY cuucieHus. s sroro Oynem nenuth 947 Ha

pa3psabl u3 (1) mocnenoBaTenbHO, HAUMHASA C MaKcUMalbHOTO. Llenas yacTe pesynbrara cTaHer
1 pamMu KICKOMOTO YHCIa, OCTATOK OT JeNIeHUs: OyJIeM JIeUTh Ha CIEIYIOIINA pa3psia:
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947 : 720 = 1. Ocrartok 227.
227 : 120 = 1. Ocratok 107.
107 : 24 =4. Ocrartok 11.
11:6=1. Ocrarok 5.
5:2=2.0Ocrarok 1.

[Tosryunm 114121.
Jlii poBepKU IPOM3BOIUM OOpaTHbIE JeHCTBUSA:
1*¥1 + 2*2 + 1*6 + 4*24 + 1*120 + 1*720 = 947.
[TepeBo/1 BBINOJIIHEH TPABUIIBHO.

2.4. JlanHas 3a7a4a OTHOCHTCS K 3a7adaM CKpBITOM nepemaun uHdopmaruu. OmHako
YCIIOBHE 3a/laud HE SBJSAETCS CIOXKHBIM JUI MOHMUMAHUSA U TpeOyeT OT peIlaoLIero TOJIBKO
caMbIX OOIIMX 3HAHUHN B 00JaCTH 00PaOOTKH KOMIIBIOTEPHOI MH(}OpMAITUH.

Haiinem konmdectBo peitMoB B daiine:
3 muH = 180 cex = 180000 mc.

KonmdecTBo ncKa)eHHBIX (ppeiiMoB He T0JKHO npeBbimath 0,1 %:
180 000 * 0,001 = 180 ¢petimoB.

Brraucnum pasmep ogHoro ¢peiima:
3M6=3*1024 K6 =3 *1024 *1024 6
3 *1024*1024 / 180000 = 17,47 Gaiir.

W13 coobpakeHuii pabOThI C HEIBIMU YHUCIIAMH ITOJIOKHAM pa3Mep oaHoro dpeiima 17 Gaiir:
17 6atit =17 * 8 out = 136 Our.

[Tpenmonoxxum, 9ro nHGOPMAIIHS MOKET OBITh CKPHITA KaK B 3aroJIOBKE, TaK U B Tele (peiima.
Torga u3 136 OUT MOXHO MCIIOIL30BaTh 135 OUT I CKPBIBAEMOT'O COOOIIEHUS, TaK KaK OJUH
OWT SIBJIIETCS TOKA3aTeJeM TOTO, YTO JAHHBIA (hpEiiM SBISICTCS HUCIIOPYCHHBIM U €r0 HEIb3s

HCIIOJIb30BaTh.
135 6ut * 180 dpetimon = 24300 6ur.
Taxum 0Opa3oM, NpH 3a/1aHHBIX YCIOBUAX B (paiiie MOKHO CKpBITh 10 24300 6uT nHpopManuu.

3. Bbi0epuTe oayH NpaBUIIbHBIN OTBET CPEAU NPENJI0KEHHBIX H 3aAIITPUXYHTE
COOTBETCTBYKOIIHII eMy 0Bajl B 0JlaHKe OTBETOB Ha IlepeceYeHHMM HOMEpa BOINpPOca H
HOMepa oTBeTa.

1. Kakoifi M3 HOPMAaTHBHO-TIPABOBBIX JOKYMEHTOB OTHOCHUTCS K OIpPEAEISAIOUIEMY

KOHIIETITyaIbHble OCHOBBI 00ecneueHns nHpopMallMoHHOH Oe3omacHocTH B Poccun?
1) KozeKc aIMUHUCTPATUBHBIX [TPABOHAPYILICHUIH;
2) TpyJOBOIl KOJEKC;
3) yroJIoBHO-IPOIIECCYaTbHBIN KOJEKC;
4) Koncturyuus PO.
Otger: Koncturyuuns PO.

2. Kaxkoe u3 mOHATHI TOIXOIUT MO TAHHOE OTpeeNieHHe: IOPUANYECKUIN TIPOIECC MOTYISHUS
HEKOTOPBIM 00pa3oM KaKMUM-THOO CyOBEKTOM IpaBa Ha OCYIIECTBICHHUE OIpPENeICHHOTO
BUJIA JICATEITHHOCTHU?

1) arrecranus;
2) JINIIEH3UPOBAHWE,
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3) cepTuduxanus;
4) cnenyanu3anusi.
OTBerT: JIMLIEH3UpOBaHKE

Kakoe w3 MOHATHI TMOAXOMUT TOJA JJAHHOE ONpEICIICHHE: TMPOIECC YCTAHOBIICHUS
COOTBETCTBUSI HEKOTOPOI'O TOBapa (YCIyr) JaHHBIM TpeOOBaHUAM?

1) aTTecrarnus;

2) TUIEH3UPOBAHNUC;

3) cepTuduxanus;

4) cnenyanu3anusi.

OtBert: cepTuduKaus

UTO MOHMMAIOT MO/JT OJIMTUKOM Oe301acHOCTH B KoMIiibioTepHoi cucteme (KC)?

1) xauecTBEHHO MM KaueCTBEHHO-KOJIMYECTBEHHOE BBIPAKEHHE CBOWCTB JIOMYCTUMOCTU B
TepMuHax, npeacrasisomux KC;

2) Ka4eCTBEeHHO WJIM Ka4YeCTBEHHO-KOJIMUECTBEHHAs Mepa pa3penieHHbIX cBoicTB KC;

3) cuctema Mep, HallpaBJICHHAs Ha 3alIUTY HHPOPMAIUHU B CUCTEME;

4) Habop HOPM, MPaBWJI U TAKTUYCCKUX IMPUEMOB, KOTOPBIC PETYIMPYIOT YIIPaBICHHE,
3aIIUTY U PACIpeIeTICHHYIO ICHHYIO HHPOPMAITHIO B CHCTEME.

OtBet: HAOOp HOPM, TPABWI U TAKTHYCCKHUX MPUEMOB, KOTOPHIC PETYIHPYIOT YIIPaBIICHUE,
3aIIUTY U PaCIpeICTICHHYIO IEHHYI0 HHPOPMAIINIO B CHCTEME

UYTo OTHOCHUTCS K TUCKPEIIMOHHOM MOJIUTUKE O€30MacHOCTH?

1) Bce cyOBEKTHI 1 OOBEKTHI CUCTEMBI HE UACHTHU(PHUITUPYIOTCS;

2) Bce MpaBa J0cTyla cyObeKTa K 00BEKTY CUCTEMbI ONPEAETSIOTCS Ha OCHOBE HEKOTOPBIX
BHEITHHUX MPABUIL;

3) Bce mpaBa JI0CTyIa 00bEKTa K CYOBEKTY CHCTEMBI OTPEICIIIOTCS HA OCHOBE HEKOTOPBIX
BHEIITHUX TTPABUIT;

4) KaxJI0My CyOBEKTY U 00BEKTY COOTBETCTBEHHO JI0JKHA OBITh IPUCBOEHA ONpE/IesICHHAs
METKa CEKPETHOCTH.

OTtBer: Bce mpaBa JO0CTyna CyObeKTa K OOBEKTY CHUCTEMBI ONpEIENSIOTCS Ha OCHOBE
HEKOTOPBIX BHEIIHUX MPaBUI

YTo OTHOCUTCS K MaHJIaTHOM MOJIUTHKE 0€30MacHOCTH?

1) Bce cyOBEKTHI 1 0OBEKTHI CUCTEMBI HE UIECHTU(PHUIIUPYIOTCS;

2) BCe MpaBa JI0CTyma CyObeKTa K 00BEKTY CHCTEMBI ONPEICISIOTCS Ha OCHOBE HEKOTOPBIX
BHEIITHUX TIPABUIT;

3) Bce mpaBa JI0CTyIa 00bEKTa K CYOBEKTY CHCTEMBI ONPEACIISIOTCS Ha OCHOBE HEKOTOPBIX
BHEITHUX MPABUIL;

4) KaXa0My CYOBEKTYy U 00BEKTY COOTBETCTBEHHO JIOJKHA OBITH MPHCBOEHA OIpeesieHHAs
METKa CeKPETHOCTH.

OTtBer: KaxIOMy CYOBEKTy U OOBEKTY COOTBETCTBEHHO [OJDKHA OBITh INPHUCBOEHA
oTpenieieHHasl MeTKa CEKPETHOCTH
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7. Kakoe w©3 TOHATMH NOIXOAMT TOJA JAHHOE OINpPEJENECHUE: OJHOHAINPABIEHHOE
npeoOpa3oBaHUEe MCXOJHOM HH(pOpPMaMK B KOMOMHAIIMIO CHMBOJIOB (PUKCHPOBAHHOM
JUTUHBI?

1) undposas noanuce;
2) X1~ yHKIINS;

3) KoIMpOBaHUE;

4) ayreHTU(DUKAITHA.
OtBer: x31-QyHKIUSA

8. Kakoe W3 TMOHATHIA MOAXOIUT IMOJA JAaHHOE OIpPEICICHHE: KOMIUICKC allllapaTHBIX WIIH
MPOTPaMMHBIX CPEJCTB, OCYIICCTBISIOMINNA KOHTPOJIb M (PUIBTPALUIO MPOXOSAIINX Yepe3
HETO CETEBBIX IMAKETOB B COOTBETCTBUU C 33/IaHHBIMH MpaBUIaMu?

1) cereBoii ananrep;
2) ceTeBOl GUIBTD;
3) ceTeBoli CKaHep;

4) ceTeBOM IKpaH.
OTBerT: ceTeBoi IKpaH

4, HquHTaﬁTe CTAaTbIO U cz[e.ﬂaﬁTe ee KpI/ITI/I'leCKHﬁ AHAJIN3 HA PYCCKOM AA3BIKE.
Watermarking as a Means to Enhance Biometric Systems: A Critical Survey

Jutta H ammerle-Uhl, Karl Raab, and Andreas Uhl

Multimedia Signal Processing and Security Lab (WavelLab)

Department of Computer Sciences, University of Salzburg, Austria

Contact author e-mail: uhl@cosy.sbg.ac.at

Abstract. Watermarking is discussed as possible means to enhance biometric systems.
Application scenarios for the employment of watermarks as found in literature are discussed and
analysed with respect to required watermark properties, possible attacks, and eventual
(cryptographic) alternatives.

Bei0epuTe oqHy M3 NpeaJIOKEHHBIX TEM M HANTUIIATE Jcce M0 ITOH Teme:

5.
1. Ponw xpunrorpaduu B 3alIUTE MEPCOHATBHBIX JAHHBIX.
2. IlpuMeHeHre BUPTYalbHbIX YACTHBIX CE€TE B 3allMILEHHOM Nepeiaye JaHHbIX
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METOJNYECKHUE PEKOMEHJALIMU

[Tpy mOATOTOBKE K OJIMMIHAJIE PEKOMEHYeTCsl HCIIONIb30BaTh YIeOHUKH U ydyeOHbIe TocoOus 10
CJIEIYIOIIMM OTPACIISIM 3HAHUI:
1. Teopus cucTeM ¥ CUCTEMHOI'O aHAJIN3A;

Kpunrorpaduueckue MeTos! 3aiUThl HHGOPMALIUY,
WNudopmannonHoe mpaso;,

CTaTHCTUYECKHEC METOIBL,

WNudopmanronHas 1 KOMIObIOTepHasi 0€301aCHOCTb;

ISR S A

[IpaBo MHTEIUIEKTYaIbHON COOCTBEHHOCTH.

Pexomenmyercss 03HAKOMHUTBHCS C HOPMATUBHO-TIPAaBOBOM 0a3oif EBpomeickoit mpakTHKH
PEryJIMpOBaHUS 3aLTUThI IEPCOHATBHBIX JAHHBIX.

IIpn nmoaroToBke M OTBETHI HA OJMMIIMAAHBIC 3aJaHUS PEKOMEHAYETCS B IEPBYIO OYEpPElb,
OIIPEIEIUTh K KaKOX OTPaC/I¥ 3HaHUK OTHOCUTCS JaHHBIN BOIIPOC, JaJIe€ IPOAEMOHCTPUPOBATh
METOJUKY U JIOTUKY MOJYyYEHHS OTBETA, IPUBOAUMBIE paCYEThl 1 0OOCHOBAHUSI.

[lpu HamucaHuum 3cce cienyeT OTOOpa3uTh MHIAMBHIYalIbHBIM MOAXOA K IpeasaraeMoi
TEMaTHKE, B OTHOIIEHUU o0beMa U (PYHKUUH, - Ha TPAaHU HAYYHOM CTaTbU U JMUTEPATYPHOIO
ouepka. IIpm MOAroToBKE M HANMMCAaHUM PEKOMEHAYETCS MPOJAEMOHCTPUPOBATH OOPa3HOCTb
MBIIUICHNs, TOJBM)KHOCTb AaCCOLMALMM, AHTUTEHTUYHOCTh MBIIUICHHS, YCTaHOBKY Ha
Pa3sroOBOPHYIO MHTOHALIMIO.
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