IIpopuan: «Ynpasiaenne uHPOPMAIMOHHOIH 6€30MACHOCTHIO» KO - 172

Ilo cTpykType 0JIMMIINAIHOTO 32 JAHMS:

1. /laiiTe pa3BepHyThIi OTBET (5 BONPOCOB)

Bomnpoc 1.

[TpenmpusTHio HaTO 00ECIEYNUTh YCTOMYUBEIN OOMEH 3JIEKTPOHHBIMH FOPUIHYECKU 3HAYMMBIMU
JoKyMeHTaMu Ooibioro oosema. ChopmymnupyiiTe MOTUBHPOBAHHO OCHOBHBIE TpeboBanus b

K H€O6XOI[I/IMI)IM JJI1 9TOT'0 TEXHUYCCKUM PCUHICHUAM.

OTBeT NOKEH CONEPKATh CIETYIOIUE SJIEMEHTHI:

- CTporasi ayTeHTU(UKaIus;

- IpUMeHEeHHe ycuneHHou OII;

- BBICOKO HAJIeKHbIE KaHaJIbl CBs3U (4TOOBI MexaHu3M IpoBepku OIl He mepeBoauMs KaHal B

MIOCTOSIHHBIN MIEPECIIPOC OUEPETHOM MOCHIIKHN)

Bomnpoc 2.

Yacto ormeuaror, yTto HHGOpPMAIIMOHHAS OE30MACHOCTh CHUTYAllMd WM CHUCTEMBI COCTOUT B
obOecrieueHU KOH(PUACHIHUATHHOCTH (K) IEMTOCTHOCTH (II), JOCTYIMHOCTH (J1).IOCTPOUTH,
IPEUIOKUTh . ONUCAaTh CUCTEMY (CHTYyallHio), B KOTOpoW 0e30macHOCTh MHpopManuu TpedyeT
TOJIBKO:

IEIOCTHOCTH M JOCTYITHOCTH

KOH(HJICHIIMATBHOCTH U IEJIOCTHOCTH

KOH(HICHIIMATBHOCTH U IOCTYITHOCTH

OTBeT JOKEH COIePKaTh CIEIYIOIINE SIIEMEHTHI:

PackpbITh TEPMHUHBI «IIEIIOCTHOCTBY», «IOCTYIMHOCTB» M «KOH(MUICHIMAILHOCTE)» COTJIACHO
nonoxenuit crangapta 1SO 27001 «MHpopMannoHHbIE TEXHOIOTHH.

OxapakTepu3oBaTb METOABI oOOecredeHuss WHPOPMALMOHHOM OE€30MacCHOCTH U CUCTEMBI
yIIpaBJICHUS 3AIMUTON UHPOPMAITHH.

Hanee CIIEYeT CBsI3aTh OTCYTCTBHE OJHOTO W3 KOMIIOHEHTOB C XapaKTePHCTHUKOM
UH(POPMALIMOHHBIX aKTMBOB MpPEANpUATUS C Y4eTOM MOTpeOHocTel Ou3Heca B 00paboTke

uHpopMalny, e€ XpaHeHUH U Iiepeaaye.
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CrnenyeT Takke ONUCaTh XapakTep MNOTEHUUAIbHBIX YIpo3 MH(OpMAMOHHON 0e30ImacHOCTH B
KQKJIOM KOHKPETHOM Clly4ae M XapakTep BO3MOXKHBIX HETaTUBHBIX BIUSHUNW WHIUIECHTOB B

cdepe nHHOpMATMOHHON OE30MTACHOCTH.

Bomnpoc 3.

Uro 03Ha4YaeT «MHOTOKpATHOE MIHN(PPOBAHUE» TPUMEHUTEIHHO K OJI0OYHBIM mudppam?

OTBeT JOJKEH COIepKaTh CIELYIOIIUE STIEMEHTHI:

HOBTOPHOE IPUMEHEHHE alITOpPUTMA IUPPOBAHUS K HIU(PPTEKCTY ¢ TEMHU XKe KIIFOYAMU;
mudpoBaHUe OAHOTO M TOTO XKe OJIOKA OTKPBITOTO TEKCTa HECKOJIBKO pa3 C HECKOJIbKUMH
KITFOYaMU;

YBCIMYCHUC Y1 CJIa 3TAIIOB H_II/Iq)pOBaHI/IH OTKPBITOI'O TCKCTA.

Bonpoc 4.

OXapaKTepHSYﬁTC SHAYCHUC JJICKTPOHHOI'O JOKYMCHTA IIPHU COBEPIHICHUU SJICKTPOHHBIX CHACIIOK

OtBer OOJDKCH COACPKATh CIACAYIOIUC DJICMCHTDI:

IMOHATHEC BJICKTPOHHOT'O JOKYMCHTA,

3HAYCHHUC SJICKTPOHHOTO JOKYMCHTA IIPpU PCHICHUN HpO6JIeMBI ABTOpU3allun
BHCKTpOHHHﬁ JOKYMCHT H CKOPOCTH CACIIKH,

IOpUINYCCKasd 3HAYUMOCTD 3JICKTPOHHOI'O TOKYMCHTA

Bompoc 5

OxapakTepu3yiTe pa3IMuHbIE BUJIbI 3JIEKTPOHHBIX MOAIUCEN
pocras

yYCUJICHHAs

ycuJIeHHas KBaTU(pULIUpoBaHHAs

OTBeT 10JKEH COAEPKATh CIEAYIOIINE JIEMEHTBI:

ITonsiTHE PNEKTPOHHON MOAIMCH

ITonsiTHE M OTIIMYUTENBHBIEC TPU3HAKK Ka)KJOTO U3 BUJIA MTOANMCEN
VYcnoBus UCIIONB30BaHUS IPOCTON 3JIEKTPOHHOU MOAIUCH

OCOOEHHOCTH UCIOIb30BaHUS YCUJIICHHBIX 3JICKTPOHHBIX MOATIHCEeH



2. Pemunre 3axa4u (5 3apa4)

3agaua 1 (H).

PacmmmdpoBars kpunTorpaMmy, MOJYYEHHYIO C MIOMOIIBI0 METOJIA CIIY9alilHOTO TaMMHUPOBAHUS,
cuurtas, uYro OykBbl ajndaButa mnpoHymepoBanbl OT 0 10 32, COOTBETCTBEHHO. 3Has

OTIpEe/ICNICHHYIO TaMMYy.
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Kpunrorpamma: KMMVYTITIHEIIPK

Il'amma (kiaro4):

11 1 17 1 14 19 9 14 19 17 15 11

Pemenne:

11 13 13 20 19 3 23 14 5) 26 17 11

I[TepBas cTpoka - 3amn(ppoBaHHBIN TEKCT.

Bropas ctpoka — Homepa OyKB 3amuppoBaHHOIO TEKCTA.

Tperbs cTpoka — ramma.

YerBepTas cTpoka — HoMepa OyKB OTKPBITOTO TEKCTa B an(aBuTe.

IIstas CTpPOKa — OTKpLITBIﬁ TCKCT, B COOTBETCTBUH C HOMCpPAMU.

Bbrunraem u3 Homepa OykBbl alipaBUTa COOTBETCTBYIOIIMM KOMIIOHEHT KJIH04a, €CIH Pa3HOCTh

menbIne 0, To npubasisem 33. Hanpumep nepsas Oyksa A (11-11=0), a mecrast 6yksa P (3-19=-




16; -16+33=17). 3aTteM 3anuchiBacM paciid(pOBAHHbIH TEKCT B COOTBETCTBHH C HOMEPAMH
Oyks B andaBure: AJIbTEPHATHUBA
Otset: AJIbTEPHATUBA

3axaua 2.

B Tekcre, coctosmem u3 24 OykB W 3amuMcaHHOM 0e3 HpoOenoB, OyKBbI MEpPECTaBIEHBI IO
cienyroleMy npaBuiy: 24-s OykBa rmocraBiieHa Ha 1-e mecto, 1-1 OykBa — Ha 2-€ MecTO, 23-5 —
Ha 3-e MecTo, 2-51 — Ha 4-¢ u Tak jnanee (B kouue 13-s1 OykBa mocrasieHa Ha 23-¢ MecTo, 12-s —
Ha 24-e). 3aTeM Takylo XK€ Mpoieaypy noBTopuiu emé 85 pa3. B pesynapraTe moiaydusioch
AASTAHMIIICHEMHNUTOMPCPMTUCE. Haitnnte HCXOOHBIH TEKCT

Pemenue. [lo ycnoBuw, mocie OIHOM TEPECTAHOBKH TMOJOXKEHHE OYKB HM3MEHSETCS B

COOTBETCTBUU CO CJICTYIOIICH TaOIUIICH:

111|112 (2121|1111 (22 ]2 |2
11213145 |6 |7 |8 |9
0121314 |5(6 (718190123 ]|4
111111112122 (22111 ]|1]|1]|1
21416(8 917153 |1
0121416802143 (2191|7531
Ortser:

[TocMoTpuM Kak B pe3ynbTaTe NEPecTaHOBOK MEHSETCS MOJIOKEHHWE OYKBbI, CTOSABILEH Ha
IEPBOM MECTE:
1-2—54—-58—>16—17-15—-19—11-22—-5—-10—-20—-9—-18—13—-23-3—-56—12—-24—1
— ... To ectp, mocne Toro kak OykBbI nepectaBwin 21 pa3, nepBast OykBa CHOBa OKa3ajach Ha
nepBoM Mecrte. [lonmyTHO mony4ywin emie Mociael0BaTeIbHOCTh MPOMEXYTOUHBIX MOJIOKEHUMN
nepBoi OYKBBI, @ UMEHHO: 2.4,...,24. O4eBUAHO, YTO OYKBBI, CTOSIBILIME HA dTUX MECTaX, TAKKe
3aliMyT UCXOAHOE MoJsiokeHue Ha 21-m mare. OcraBuivecs Tpu OYKBBI, CTOSIIIME Ha MecTax 7,
14, 21, nmepemematorcst mo UKy JuuHBL 3: 7—14—21—-7—... CaenoBarensHo, mocie 21
npeoOpa3oBaHus TEKCT OyAeT coBNaaaTh ¢ UCXOAHBIM. Beero Teket 661 peoOpaszoBan 86 pas, a
3HAYMT, JJIS1 OJTYUYEHHUS! UICXOTHOTO TEKCTa HY)KHO, B COOTBETCTBUU C TaOIUIIEH, BBITIOJIHUTH JIBE
"oOpaTHbIe" epecTaHOBKH OYKB 3alIM(pOBAHHOTO TEKCTA (TO €CTh, 2-51 OyKBa 3aIn(poOBaHHOTO
TeKCTa Ternepb nepecrapisercs Ha 1-e MecTo, 4-s1 OykBa — Ha 2-€ MECTO U T.1I.).

OtBer ACUMMETPUYHA S IMOPCUCTEMA




3axaua 3.

[Taponb cocToUT M3 K OYKBEHHBIX CHMBOJIOB PYCCKOTO andaBuTa, UCMOJB3YIOMEro 32 OYKBBI.
«Xopouuit» napoiab o0pa3yercss B pe3ysibTaTe BbIOOpa KaKJOro €ro 3HaueHHUs CIy4ailHbIM,
HE3aBUCHMBIM OT JAPYrHX 3HAKOB CHOCOOOM, PaBHOBEPOSTHBHIM 32 BO3MOXHBIX 3HAUCHHIA.
KakoBa BeposITHOCTb TOTO, YTO B MapoJie U3 K OyKB OyaeT X0Ts Obl OJTHO MMOBTOPEHUE, €CIH K=,

k=8

OtBer. P BeposSTHOCTh HaIMuus MOBTOPEHUH, a 1- P, - BEpOATHOCTH OTCYTCTBUS MOBTOPEHUN

TOTa:

32%31x...(32—k+1) _ 32[¢
32K 32K

3201
32k’

P-0,3
Pg==0,62

Pi=1-

3axaua 4

KaxoBa BeposiTHOCT P(N) TOro0, 4TO B IpyIie U3 N YelIOBeK IHH POXKICHUS BCEX JHONeH OyayT
Pa3INYHBIMH.

Pemenne. Ecau n > 365, To BepoaTHOCTH paBHa HyIt0. Eciu sxe N < 365, To Oynem paccyxnarb
cienyomuM odpasoM. Bo3bMEM Hayrag ofHOro 4enoBeKa W3 TPYIIBI U 3alIOMHUM €ro JEHb
poxieHus. 3aTeM BO3bMEM Hayraj BTOPOIO YEJIOBEKa, IPU 3TOM BEPOSITHOCTh TOTO, YTO Y HEro
JIeHb POXKIECHMSI HE COBMAJET C JIHEM POKICHHS MEpBOro yejaoBeka, paBHa 1 — 1/365. 3arem
BO3bMEM TPETHEr0 YCIOBCKA, IIPHU 3TOM BEPOATHOCTD TOT'O, YTO €0 JICHb POXKIACHUS HE COBHaI[éT
C IHSAMH POXKJIEHUS MEPBBIX JIBYX, paBHa 1| — 2/365. Paccyxaas mo aHaJoruu, Mbl JOWAEM 10
MOCJIETHET0 YeJIOBEKa, /ISl KOTOPOro BEPOSITHOCTh HECOBMA/IEHUS €ro JIHS POXKACHUS CO BCEMHU
npeapinynmmMu Oyaer pasHa 1 — (0 — 1)/365. TlepeMHOXkast BCe 3TH BEPOSITHOCTH, MOTy4aeM

BEPOATHOCTH TOTO, UTO BCE JHU POKIEHUS B TPpYIIe OYAYT pa3IuyHbIMU:



1 2 n-1, 364363 365-(n—1)

P(n)=(1- 1- 1- =
() =( 365)( 365)( 365 ) 365 365 365
364! B 365!
365"! (365—-n)! 365" (365—n)!
1
OTtBeT aiiid

365" (365—n)!
3agaua 5

B rpynme 30 cryaeHTOB, 1aThl pPOXKACHUS KOTOPBIX 0Opa3yroTcss Kak peanmzamus u3 30
HE3aBUCUMBIX CIIYYailHBIX BEJIMUYMH C PABHOMEPHBIM paACIpPEACIICHHEM KaKJ0M B TeueHHH 365
nHelt rona. CKOJIBKO Map CTYACHTOB B CpeHEM OYyAYT UMETh OOLIUi IeHb POXKACHUS?

Pemenwue. [Tyctb &y, ..., &, matel poxaenus cryaeHToB, n = 30. Yncno nap oMHAKOBBIX JHEH
POKACHUS €CTh BEJIMUUHA

D IE=g.I@ = |

1<i<jsn

1, ecsiv A uMeeT MecToO
0, ecsnu A He UMeeT MecCTO’
T.€. J(A) — uHaUKaTOp COOBITUA A.

Torna cpennee ot R u ectb TpeOyemast B 3ajja4e BEIMYMHA

- N mE=5="""Lrg =z

1<i<jsn

MOCKOJIBKY &1, ..., f — HE3aBUCUMBI M OJJMHAKOBO PacIpe/IeICHBI.

Tk P& =§&) = , moiydaeM nipu n = 30,
OrTBerT: 3029, L =1,2

=——— 2 365

3.

BoiOepuTe OAMH MM HECKOJbKO NPABHJIbHBIX OTBETOB CpeAH MNPEAJOKEHHbIX M
3alITPUXYiiTe COOTBETCTBYIONIMI OBaJ B 0OJIaHKE OTBETOB Ha MepecevYeHUM HoMepa
BOINPOCAa M HOMepa oTBeTa. /[OMOJHUTEILHO MOKeTe MPUBECTH 000CHOBaHHe oTBeTa . ( 5
3alaHuil)

BapuaHTel 0TBETOB

Bomnpoc 1 Bomnpoc 2 Bomnpoc 3 Bomnpoc 4 Bomnpoc 5

2 3 2 2 2




4. Tlpouwraiite monoxkenne General Data Protection Regulation, cmenaiite KpuUTHUYCCKHIA
aHaJM3 Ha PYCCKOM S3bIKE, ONMPEICIUTE COOTHECEHHE YKa3aHHBIX IMOJOXKEHUH C IPaBOBBIMHU

Hopmamu Poccuniickont ®enepanumn.

The GDPR (Regulation (EU) 2016/679) (European Parliament and Council of the European
Union, 2016b) strengthens the protection of natural persons with regard to the processing of
personal data and on the free movement of such data. It came into force on 24 May 2016 and
applied from 25 May 2018. Some Member States have already adopted this legislation, others
are working on its preparation, but this does not affect the binding nature of the regulation itself.

Under Article 6.1 a) of the GDPR, the processing of personal data, including IP addresses, is
permitted for a specific, necessary and proportionate purpose (purpose of legitimate interest
pursued by the CSIRTs, s specified on Article 6.1 f) if the data subject (the person concerned,
the person whose personal data are processed) gives consent. In the event of an IT incident, there
is no consent from the data subject (e.g. IP address holder) who caused the incident. However,
according to the GDPR (see Article 13.3) and to Recital 49 it can be considered that the personal
information, under certain circumstances, can be processed by the CSIRT even without consent.
Recital 49 indeed provides that ‘The processing of personal data to the extent strictly necessary
and proportionate for the purposes of ensuring network and information security, i.e. the ability
of a network or an information system to resist, at a given level of confidence, accidental events
or unlawful or malicious actions that compromise the availability, authenticity, integrity and
confidentiality of stored or transmitted personal data, and the security of the related services
offered by, or accessible via, those networks and systems, by public authorities, by computer
emergency response teams (CERTSs), CSIRTs, by providers of electronic communications
networks and services and by providers of security technologies and services, constitutes a
legitimate interest of the data controller concerned. This could, for example, include preventing
unauthorised access to electronic communications networks and malicious code distribution and
stopping “denial of service” [DoS] attacks and damage to computer and electronic

communication systems.’

IIpu pemreHny 3a1aHus CIEIOBANIO CAENATh MEPEBOJ TEKCTA, KPUTUYECKUM aHAIN3 TEKCTa.
CooTHecTn mnpemiaraeMblii TeKCT ¢ mojioxkeHussMu @3 PO «O mepcoHanbHBIX MaHHBIX», "O
6€3011aCHOCTH KpUTHUYECKOWH MHPOPMALIMOHHOM nHpacTpyKTypsbl Poccuiickoit deneparyn”

C,Z[CJ'IaTB BBIBOJIbI O BO3BMOKHOCTHU ITPUMCHCHU A (HCHpI/IMCHCHI/I}I )YKa3aHHLIX nojoxxeuuii B PO.



